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All of this has happened
before. All of this will
happen again.
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How do threat actors make their way in?




What do they do next?




To do this they will also need to..




But what are their goals?
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By the end of this
presentation, you will:

* Understand how you can use the MITRE ATT&CK
matrix to:

* Establish your Cyber Security maturity.
* ldentify the areas to target for improvement first.

* Know how to check your likely exposure against
emerging threats.

* Please hold questions to the end.



Who are MITRE?

* American non-profit.

» Research and development focused (including
cyber security).

* Founded the Centre for Threat-Informed Defence,
along with Microsoft, BAE Systems, IBM Security,
and Centre for Internet Security.

* Big on using GitHub to publish software and
receive feedback.



Tell me about ATT&CK..

e Selection of:
* Tactics.
* Techniques.

* Procedures.
* To achieve an action on an objective.

* Linked to known attacks by known threat groups including:
* CozyBear.
* Deep Panda.
 BlackOasis.
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ATT&CK navigator

https://mitre-attack.github.io/attack-navigator/

The ATT&CK Mavigator is a web-based tool for annotating and exploring ATT&CK matrices.
It can be used to visualize defensive coverage, red/blue team planning, the frequency of

detected technigues, and more.
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Initial Access
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ATT&CK navigator

Execution
13 techniques

Drive-by Compromise

Exploit Public-Facing
Application
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Hardware Additions
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Replication Through
Removable Media

Supply Chain
Compromise

Trusted Relationship

Valid Accounts

Drive-by Compromise (T1189)

pin/unpin tooftip

Drive-by Compromise

Adversaries may gain a tem through a use tingaw rthe normal course
of browsing. With this technique, the user's web browser is typically targeted for exploitation, but

adversaries may also promised websites for non-e ation behavior such as acquiring

Multiple ways of delivering exploit code to a hrowser exist, including:

some form of
malic ode such avaScript, iFrames
Malicious are paid for and served through legitimate ad providers.
Built-in web application interfa

that can be used to display we

ular industry, or region, where the
of us nas This kind of targeted campaign is often referred

web compromise or watering hole attack. There are several known examples of this

ID: T11

Sub-techniques: No sub-techniques

@ Tactic: Initi:

mlPlatforms: Linux, Saas

mac0Ss

@fPermissions Required: User

Version: 1.4
Created: 18 April 2018

Last Modified: arch




The detail

Typical drive-by compromise process:

1. A user visits a website that is used to host the adversary controlled content.
2. Scripts automatically execute, typically searching versions of the browser and plugins for a
potentially vulnerable version.
o The user may be required 1o assist in this process by enabling scripting or active
website components and ignoring warning dialog boxes.
3. Upon finding a vulnerable version, exploit code is delivered to the browser.
4. If exploitation is successful, then it will give the adversary code execution on the user's

system unless other protections are in place.

o |n some cases a second visit to the website after the initial scan is required before
exploit code is delivered.




The detail

Procedure Examples

ID Name Description

Andariel has used watering hole attacks, often with zero-day exploits, to gain initial access to victims within a
specific IP r‘ange.iff—'i

APT19 performed a watering hole attack on forbes.com in 2014 to compromise targets.”!

APTZ28 has compromised targets via strategic web compromise utilizing custom exploit kits.[®]
APT32 has infected victims by tricking them into visiting compromised watering hole websites. [l

APT37 has used strategic web compromises, particularly of South Korean websites, to distribute malware. The
group has also used torrent file-sharing sites to more indiscriminately disseminate malware to victims. As part of
their compromises, the group has used a Javascript based profiler called RICECURRY to profile a victim's web
browser and deliver malicious code accordingly.:;:: 0|11}

APT38 has conducted watering holes schemes to gain initial access to victims.['['3]
Axiom has used watering hole attacks to gain access.['4]

Bad Rabbit spread through watering holes on popular sites by injecting JavaScript into the HTML body ora .5= file.




The detail

Mitigations

D

Mitigation

Exploit
Protection

Description

Browser sandboxes can be used to mitigate some of the impact of exploitation, but sandbox escapes may still
exist. (58157

Other types of virtualization and application microsegmentation may also mitigate the impact of client-side
exploitation. The risks of additional exploits and weaknesses in implementation may still exist for these types of
systems. [

Security applications that look for behavior used during exploitation such as Windows Defender Exploit Guard
(WDEG) and the Enhanced Mitigation Experience Toolkit (EMET) can be used to mitigate some exploitation
behavior. [°% Control flow integrity checking is another way to potentially identify and stop a software exploit from

occurring. [61] Many of these protections depend on the architecture and target application binary for compatibility.

For malicious code served up through ads, adblockers can help prevent that code from executing in the first place.

Script blocking extensions can help prevent the execution of JavaScript that may commaonly be used during the
exploitation process.

Ensure all browsers and plugins kept updated can help prevent the exploit phase of this technique. Use modern
browsers with security features turned on.
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The detail

Detection

Data Source

Data Component

Detects

Firewalls and proxies can inspect URLs for potentially known-bad domains or parameters. They
can also do reputation-based analytics on websites and their requested resources such as how
old a domain is, who it's registered to, if it's on a known bad list, or how many other users have
connected to it before.

Monitor for newly constructed files written to disk to gain access to a system through a user
visiting a website over the normal course of browsing.

Monitor for newly constructed network connections to untrusted hosts that are used to send or
receive data.

Monitor for other unusual network traffic that may indicate additional tools transferred to the
system. Use network intrusion detection systems, sometimes with SSL/TLS inspection, to look
for known malicious scripts (recon, heap spray, and browser identification scripts have been
frequently reused), common script obfuscation, and exploit code.

Look for behaviors on the endpoint system that might indicate successful compromise, such as
abnormal behaviors of browser processes. This could include suspicious files written to disk,
evidence of Process Injection for attempts to hide execution, or evidence of Discovery.




Paint by numbers

Your existing analytics
will likely detect the
technique

Your analytics won’t
detect the technique,

but you’re pulling in
the right data sources
to detect it

You’re not currently
pulling in the right
data sources to detect
the technique

Likely to detect and
prevent exploit

Some ability to detect
or prevent exploit

No ability to detect or
prevent

This product can
detect and prevent

This product has some
ability to detect or
prevent

This product has no
ability to detect or
prevent
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Map to threat groups

& |National Cyber
o ‘

Threat Report 24th February 2023 CYBERSECURITY ADVISORY
Secu y per1tre

' #StopRansomware: Royal
NCSC Threat Ra n SO mwa re

Report
Release Date: March 02, 2023 Alert Code: AA23-061A

Initial Access

EU agencies warn of malicious cyber activities by ) . . | e
oyal actors gain initial access to victim networks in a number of ways including:
APT g rO u ps = Phishing. According to third-party reporting, Royal actors most commonly (in

66.7% of incidents) gain initial access to victim networks via successful
phishing emai\
lhe European Union Agency for Cybersecurity (ENISA) and Computer Emergency = According to open-source reporing, victims have unknowingly installed
Response Team (CERT-EU) jointly published an alert last week about sustained malware that delivers Royal ransomware after receiving phishing emails
L. . containing malicious PDF document and malvertising
cyber activity by specific threat actors. m[z]
Remote Desktop Protocol (RDP). The second most common vector Royal
The publication warned that the threat groupg APT27, APT30, APT31, Ke3chang, actors use (in 13.3% of incidents) for initial access s RDP compromise.

. - . Public-facing applications. FBI has also observed Royal actors gain initial
Gallium and Mustang Pandahad been observed targeting business and access through exploliing pubnc_facmgapplmm
governments in the EU, with recent activity focused on information theft, primarily Brokers. Reports from trusted third-party sources indicate that Royal actors
ViU OSth”Shing porSiStOI"lt fDOthOIdS W|th||"'| n CtWOf’kS. may leverage brokers to gain initial access and source traffic by harvesting

virtual private network (VPN) credentials from stealer logs.




Map to threat groups
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Map to threat groups

Initial Access Execution Persistence Privilege Escalation Defense Evasion Discovery Lateral Movement Command and Control
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Case study!
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Case study!

Initial Access
3 techniques

Execution

2 techniques

Defense Evasion
1 techniques

Credential Access
1 techniques

Impact

5 techniques

Exploit Public-Facing
Application

Phishing

Trusted Relationship

Exploitation for Client
Execution

{01

I User Execution

Use Alternate Authentication
Matenal e

I Steal Web Session Cookie

Account Access Removal
Data Destruction

Data Manipulation (/0]
Defacement (0/0)

Inhibit System Recovery



My top 6 - early stage

Valid accounts.

* Adversaries may obtain and abuse credentials of existing accounts as a means
of gaining Initial Access. Compromised credentials may even be used for
persistentaccess to remote systems and externally available services, such as
VPNs, network devices, and remote desktop.

My top 6 - early stage

Browser extensions.

» Adversaries may abuse Internet browser extensions to establish persistent
access to victim systems. Browser extensions or plugins are small programs
that can add functionality and customize aspects of Internet browsers. They
can be installed directly or through a browser's app store and generally have
access and permissions to everything that the browser can access.

My top 6 - mid stage

* Unsecured Credentials.

* Adversaries may search compromised systems to find and obtain insecurely

stored credentials. These credentials can be stored and/or misplaced in many
locations on a system, including plaintext files (Bash History), operating
system or application-specific repositories (Credentialsin Registry), or other
specialized files/artifacts (Private Keys).

Have a look at intelx.io and plug your domain in.

« Fix with: » Cookie theft! TOTP capture, clipboard capture, clipboard
manipulation.

= Strong password stores.

» Strong authentication - just MFA is not enough anymore.

* Fix with:

+ Security certificates for VPN access. * Carry out an audit of your browser extensions in use. - Review Group Policy for credentials stored within policy.

* Sub techniques consider: « Fix with: * Run a search for passwords.xIsx.

* Default, Domain, Local, and Cloud accounts. * Group Policy management of Browser Extensions. * Review file share permissions with a ‘zero-trust’ mindset.

My top 6 - mid stage My top 6 - mid stage My top 6 - late stage

 Exfiltration Over Web Service

* Exploitation for Defence Evasion. * Exploitation for Defence Evasion.

+ Exfiltration to Code Repository

» Adversaries may exploit a system or application vulnerability to bypass
security features.

* Exfiltration to Cloud Storage

* Adversaries may exploit a system or application vulnerability to bypass
security features.

¢ Unpatched or misconfigured applications. *+ Unpatched or misconfigured applications.
* Fix it with:

* Vulnerability management tool.

* Fix it with:
* Vulnerability management tool.
* Automated patch managementtools. « Automated patch managementtools.

* People, Process, and Policy. « People, Process, and Policy.




My top 6 - late stage

* Exfiltration Over Web Service
* Exfiltration to Code Repository

* Exfiltration to Cloud Storage

L l' /77/7'-: /7/
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Web service providers also commonly use SS5L/TLS encryption, giving adversaries an
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What now?







ﬁ ‘/m A Scalable, Automated Adversary Emulation
Platform

CALDERA™ is a cybersecurity framework developed by MITRE that empowers cyber

C A I D E R A practitioners to save time, money, and energy through automated security assessments.

Get Involved

O Contributing @ Get Started -';:- Join on Slack O Discussions

What does CALDERA do?

CALDERA helps cybersecurity professionals reduce the amount of time and resources needed for routine
cybersecurity testing.

CALDERA empowers cyber teams in three main ways:

Autonomous Adversary Emulation

With CALDERA, your cyber team can build a specific threat (adversary) profile and launch it in a
network to see where you may be susceptible. This helps with testing defenses and training blue
teams on how to detect specific threats.
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Established Procedures:

INITIALCOMPROMISE

BUACK MILLS | Information Secunity

CYBER DECEPTION

The attackers go after one of your deception
technologies. This could be a Word Web Bug,

Honey Account, or a full honeypot.

VAV
\7;

BLACK MILLS | Information Secunty

Backdoors
’QBreaches

PIVOT and ESCALATE

SCENARIO

ENDPOINT ANALYSIS

This is where the Defenders use their SANS IR
Cheat Sheets to detect attacks on workstations.

Time to bring in the Help Desk... and pray.

PROCEDURES

ENDPOINT SECURITY

PROTECTION ANALYSIS

We know, you have AV. Great! Do you actually get

alerts and logs? Do you immediately review

them? Or, do you simply turn it on and walk away

while the network explodes like you're in a bad
action movie?

\A\/
V3

BLACK MILLS | Information Security

Backdoors:
&Breaches

C2 and EXFIL

MEMORY ANALYSIS

Incident Response Team pulls the memory from
the suspect system and reviews it for possible

malicious activity.

Other Procedures:

SERVER ANALYSIS

The atlity to baseling a system and venfy that 1t
is operating in ancrviat state. By the way, this is
mera than simply runring Task Manager and
Inoking far avil_backdoo”.ga

00LS

PHYSICAL SECURITY REVIEW

Da you hava gecurity cameras? Do you hine
sacurity guands? Do ynu ey socess hadges for
cortan areasin your lacilities? Can udt aryone
apcass your sensitive [Tinfrastructure? No? Ara
You Sure?

CALL A CONSULTANT

Do youwant help? Feeling stuck? Ralling badly?
Nead 2 diffarent perspective on the nacent?
Thenmaybe 1's Lre to phone a Iriend,

You can choose one Coesultant Card to he'p your
taam with the incidant

Tha Naneidtant Nand's modifion ic offootive

Your Network Team is on thar game. They czn
easily isoiate irfected Systens o prevent
furthar herm

NETWORK THREAT HUNTING -

ZEeK/RITA ANALYSIS

Does your onganizatkn capture snd review
network traffic? Good! Do you know how to parse
and naview it? s that process documantse? Or,
doyou st run Zeek/RITASacarity Onion/ELK
because the cool kids ére doing 1?

USER AND ENTITY BEHAVIOR
ANALYTICS (UEB,

s ke bogymg, ut it actually works UEBA oks
for medtiple conpurrent Loging, impossible lngins
based on geography, unasusl file acoess
passwoed sprays, and more!

fale 1B~

CRriISIS MANAGEMENT

Your Legal awl Management Teams have
procedurss for effectively and ehicatly notifyng
impactec victims of comprom ses.

SECURITY INFORMATION AND EVENT
MANAGEMENT (SIEM) LOB ANALYSIS
Yazh..good luck witthis one. bre you logging

the right things? Do you regularty emulatz attack
scenanios (o seeif you can detect tham?

00Ls

Backdoors
!Zv\! &Breaches

PERSISTENCE

BLACK BILLS | Information Security

FIREWALL LOG REVIEW

Canyour organization anelyz2 and understand
frewall 10gs7 Do you requlaly emulate attack
scanarios and verify that your procedures work?

| SOF-ELK
———




EXTERNAL CLOUD ACCESS

The attackers pain access ta your cloud
resources. They use this access to pivot.

DETECTION

SIEM Log Analysis

TOOLS

SprayingToolkit
truffleHog
FirePrax

The attackers take advantage of a number of
different Server Message Block (SMB) issues
that can be used for post-exploitation. From SMB
Signing disabled to using SMBv1.

User and Entity Bahavior Analytics
SIEM Log Analysis
Firewall Log Review

4 —

GMAIL, TUMBLR, SALESFORCE,

TWITTER AS C2

The attackers route traffic through third-party
services. Many services, like Gmail, are ignored
completely by many security tools.

DETECTION

Wetwork Threat Hunting - Zeek/RITA Analysis
Firewall Log Review

TOOLS

MALICIOUS SERVICE

The attackers add a service that starts every
time the system starts.

DETECTION

Endpoint Security Protection Analysis
Memary Analysis
Endpoint Analysis

TOOLS
\% ¥

PHYSICAL ACCESS

The attackers gain physical access to your
organization and use this to pivot to your internal
networks.

DETECTION

|

Physical Security Review
User Awareness Training

TOOLS

‘

Foryears, LANMAN was the worst thing in
Windows. Then LLMNR said, "Stand Back and
Hold My Beer!" Basically, LLMNR lets a host ask
for name resolution from any system on the
same network. The attackers perform
Broadcast/Multicast protocol peisoning on your
Active Directory Network,

Cyber Deception

GMAIL, TUMBLR, SALESFORCE,

TWITTER AS C2

The attackers route traffic through third-party
services. Many services, like Gmail, are ignored
completely by many security tools.

DETECTION

Network Threat Hunting - Zeek/RITA Analysis
Firewall Log Review

TOOLS

APPLICATION SHIMMING

The attackers use the Application Compatibility
Toolkit to trick applications inta not seeing the
ports, directories, files, and services the
attackers want to hide.

DETECTION

Endpoint Security Protection Analysis
Endpoint Analysis

TOOLS

SuPPLY CHAIN ATTACK

The attackers insert malware in the update
process of one of your key enterprise
management tools. This gives them direct access
to the heart of your infrastructure.

DETECTION

Endpaint Security Protection Analysis
Endpaint Analysis
Network Threat Hunting - Zeek/RITA Analysis

The attackers take advantage of a number of
different Server Message Block (SMB) issues
that can be used for post-exploitation. From SMB
Signing disabled to using SMBV1.

User and Entity Bahavior Analytics
SIEM Log Analysis
Firgwall Log Review

This is pretty basic: the attackers use HTTPS.
Lots and Lots of malware uses this. For example,
Meterpreter has used this technique for a long
time. It can be used in conjunction with other
stego techniques.

DETECTION

Network Threat Hunting - Zeek/RITA Analysis
Firewall Log Review

TO0LS

EVENT TRIGGERED MALWARE

The attackers' malware triggers only when
specific events occur. For example, when a
specific OLL or service is started,

DETECTION

Endpoint Security Protection Analysis
Endpoint Analysis
SIEM Log Analysis

TOOLS




I°’d 1like to know more
(sorry wrong franchise!)

* Ask questions...

https://attack.mitre.org/

https://attack.mitre.org/resources/getting-started|/

https://mitre-attack.github.io/attack-navigator/

https://caldera.mitre.org/

https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/

The recording and presentation will be on myworldofit.net within 24 hours


https://attack.mitre.org/
https://attack.mitre.org/resources/getting-started/
https://mitre-attack.github.io/attack-navigator/
https://caldera.mitre.org/
https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/

SECURITY SERVICES

We help organisations reduce risk and simplify operational management. As part of that, we provide on-going security services

for all aspects of an IT network.

POSTURE DESIGN
ASSESSMENT ARCHITECTURE
O O
NETWORK SECURITY @ SECURITY REVIEW
O

BUSINESS CONTINUITY
& DISASTER RECOVERY

TEAM MEMBER
SUPPORT & TRAINING

INTRUSION & THREAT BEST-PRACTICE
PREVENTION SYSTEM TUNING INSTALLATION & CONFIGURATION

o=
PROTECTING YOUR TOMORROW BY SECURING YOUR TODAY. 7 AN S EC U R |TY



' ADVISORY & AUDIT SERVICES

Our advisory & audit services are here to make sure you are well-prepared for audit and any framework changes.

PENETRATION MEETING
TESTING COMPLIANCE
FIREWALL HEALTH CYBER ESSENTIAL &
CHECK & AUDIT CYBER ESSENTIAL PLUS

o=
PROTECTING YOUR TOMORROW BY SECURING YOUR TODAY. 7 AN S EC U R |TY



INFRASTRUCTURE SERVICES

Our infrastructure services are here to help you solve several major challenges of new network architecture.

NETWORK DESIGN
& IMPLEMENTATION

SECURITY
INFRASTRUCTURE

LocAL LAN secuRITY
ARCHITECTURE INFRASTRUCTURE
DESIGN IMPLEMENTATION
IMPLEMENTATION & MANAGEMENT
TEAM MEMBER DESIGN

SUPPORT & TRAINING ARCHITECTURE

BEST PRACTICE
INSTALLATION
& CONFIGURATION

o=
PROTECTING YOUR TOMORROW BY SECURING YOUR TODAY. ? AN S ECU R |TY



' MANAGED SERVICES

Our managed services are flexible and consistent enough to meet the unique requirements of each situation, with a

guaranteed level of service delivery.

@ WEB APPLICATION FIREWALL (WAF)

@ XDR/EDR
FIREWALL

@ WIRELESS
@ SASE

@ VUNERABILITY
RENEWALS

o=
PROTECTING YOUR TOMORROW BY SECURING YOUR TODAY. ? AN S EC U R |TY




Any questions?

Ask questions...

https://attack.mitre.org/
https://attack.mitre.org/resources/getting-started|/
https://mitre-attack.github.io/attack-navigator/
https://caldera.mitre.org/
https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/

The recording and presentation will be on myworldofit.net within 24 hours

jp@myworldofit.net
jpreston(@ansecurity.com


https://attack.mitre.org/
https://attack.mitre.org/resources/getting-started/
https://mitre-attack.github.io/attack-navigator/
https://caldera.mitre.org/
https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/
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