
All of this has happened 
before. All of this will 
happen again.
James Preston





How do threat actors make their way in?

Valid 
Accounts

Exploit Public-
Facing 

Application

External 
Remote 
Services

Phishing
Supply Chain 
Compromise



What do they do next?

Use the command 
line or PowerShell 

to execute 
malware

Create Scheduled 
Tasks

Exploit vulnerable 
processes to 

obtain credentials

Perform network 
scans

Use remote 
control services 
to move within 

the network



To do this they will also need to…

Destroy logs

Use Slack as a 
Command-and-

Control 
mechanism

Use Google Drive 
to exfiltrate data



But what are their goals?

Deny access 
from 

accounts

Encrypt or 
destroy data

Deny access 
to network 

services

Inhibit System 
Recovery





By the end of this 
presentation, you will:

• Understand how you can use the MITRE ATT&CK 
matrix to:
• Establish your Cyber Security maturity.

• Identify the areas to target for improvement first.

• Know how to check your likely exposure against 
emerging threats.

• Please hold questions to the end.



Who are MITRE?

• American non-profit.

• Research and development focused (including 
cyber security).

• Founded the Centre for Threat-Informed Defence, 
along with Microsoft, BAE Systems, IBM Security, 
and Centre for Internet Security.

• Big on using GitHub to publish software and 
receive feedback.



Tell me about ATT&CK…

• Selection of:

• Tactics.

• Techniques.

• Procedures.

• To achieve an action on an objective.

• Linked to known attacks by known threat groups including:

• CozyBear.

• Deep Panda.

• BlackOasis.



Tell me about ATT&CK…



ATT&CK navigator



ATT&CK navigator



ATT&CK navigator



Mobile devices



Industrial Control Systems



Filter to specific platforms



ATT&CK navigator
https://mitre-attack.github.io/attack-navigator/



ATT&CK navigator



The detail



The detail



The detail



The detail



Paint by numbers

MITRE 
Recommendation

Your existing analytics 
will likely detect the 

technique

Your analytics won’t 
detect the technique, 
but you’re pulling in 

the right data sources 
to detect it

You’re not currently 
pulling in the right 

data sources to detect 
the technique

‘The James way’

Likely to detect and 
prevent exploit

Some ability to detect 
or prevent exploit

No ability to detect or 
prevent

Product 
evaluation

This product can 
detect and prevent

This product has some 
ability to detect or 

prevent

This product has no 
ability to detect or 

prevent

Some techniques have no known method to detect or 
prevent exploit!



ATT&CK navigator







Export options



Map to threat groups



Map to threat groups



Map to threat groups



Case study!



Case study!





My top 6 – late stage

• Exfiltration Over Web Service

• Exfiltration to Code Repository

• Exfiltration to Cloud Storage



What now?

Educate

Remediate and Mitigate

Show improvement over time

Use ATT&CK in your product evaluations











I’d like to know more
(sorry wrong franchise!)

• Ask questions...

• https://attack.mitre.org/

• https://attack.mitre.org/resources/getting-started/

• https://mitre-attack.github.io/attack-navigator/

• https://caldera.mitre.org/

• https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/

• The recording and presentation will be on myworldofit.net within 24 hours

https://attack.mitre.org/
https://attack.mitre.org/resources/getting-started/
https://mitre-attack.github.io/attack-navigator/
https://caldera.mitre.org/
https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/


SECURITY SERVICES

PROTECTING YOUR TOMORROW BY SECURING YOUR TODAY.

We help organisations reduce risk and simplify operational management. As part of that, we provide on-going security services 

for all aspects of an IT network.



ADVISORY & AUDIT SERVICES

PROTECTING YOUR TOMORROW BY SECURING YOUR TODAY.

Our advisory & audit services are here to make sure you are well-prepared for audit and any framework changes.



INFRASTRUCTURE SERVICES

PROTECTING YOUR TOMORROW BY SECURING YOUR TODAY.

Our infrastructure services are here to help you solve several major challenges of new network architecture.



Our managed services are flexible and consistent enough to meet the unique requirements of each situation, with a 

guaranteed level of service delivery.

MANAGED SERVICES

PROTECTING YOUR TOMORROW BY SECURING YOUR TODAY.



Any questions?

• Ask questions...

• https://attack.mitre.org/

• https://attack.mitre.org/resources/getting-started/

• https://mitre-attack.github.io/attack-navigator/

• https://caldera.mitre.org/

• https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/

• The recording and presentation will be on myworldofit.net within 24 hours

jp@myworldofit.net 
jpreston@ansecurity.com 

https://attack.mitre.org/
https://attack.mitre.org/resources/getting-started/
https://mitre-attack.github.io/attack-navigator/
https://caldera.mitre.org/
https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/
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