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YubiKey



Register your YubiKey

Go to the Security Settings of a
supported service, select two-factor
authentication using a security key, and

follow setup instructions.

Insert YubiKey & tap Tap on phone

Insert the YubiKey into a USB-port and For NFC-enabled Android phones, just
touch the golden area of the security tap a YubiKey NEO against the phone to
key, verifying that you are not a remote complete authentication.
hacker.



Prices on 27/06/2018

YubiKey 4

>
Y

YubiKey Neo

ALLIANCE

Security Key by Yubico

‘The one we use’

‘The one we would use if we
needed NFC’

‘The one that you would get your
security minded brother/sister for a
birthday present’*

Great smart card support
FIDO U2F
Key printer, OpenPGP, OATH-TOTP,
OATH-HOTP, and Challenge-Response

Nearly great smart card support
FIDO U2F
Key printer, OpenPGP, OATH-TOTP,
OATH-HOTP, and Challenge-Response
NFC (works with Paxton Net2 and Salto)

FIDO U2F
FIDO2

£36.50 on Amazon.co.uk

£45.50 on Amazon.co.uk

£18 on Amazon.co.uk




YubiKey 4C Nano
YubiKey 4C

YubiKey 4 Nano

YubiKey 4



Smart Cards
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Cueens Smartcard User Properties

Subject Name Issuance Requirements
Superseded Templates Extensions Security Server
General Compatibiity Request Handling  Cryptography  Key Attestation

= Consolel - [Console Root\ Certification Authority (QC-vDC01.queens.ox.ac.uk)iqueens-QC-YDCO1-CA\Certificate Templates]

ﬁ File Action View Favourites Window Help

- = . Provider Categony: Key Storage Provider "
% = | # | S = | E ~ Mgorthm name: |ECDH_F‘334 V|
[ Con solf_t BDDF . Mame Intended Purpose Mirimum key size: |334
v Certlflcatmnuﬁ&uT;g; EEE_UDGN -queens.ox.ac.uk) 5 Administrator Microsoft Trust List Signing, Encrypting...
v ﬂa ;:E;::Dked Certificates 5l Basic EFS . E”C’TPFi”QI File System Choaose which cryptographic providers can be used for requests
" lssued Certificates ] Code Signing C?de Signing o _ () Requests can use any provider available on the subject’s computer
| Pending Requests & Cormputer Client Authentication, Server Authentic... (®) Requests must use one of the following providers:

[ | Failed Requests
| Certificate Templates

& Com puter 2017

&l Directory Email Replication

5 Domain Controller

5] Domain Controller Authentication
5 EFs Recovery Agent

& Enroliment Agent

& Queens Smartcard User

5 Queens User

[l RDPAUth

5] Subordinate Certification Authority
] User

5 Web Server 2017

Server Authentication, Client Authentic...

Directory Service Email Replication

Client Authentication, Server Authentic...

Client Authentication, Server Suthentic...

File Recovery
Certificate Request Agent

Srart Card Log-on, Client Authenticati...

Client Authentication, Secure Email, En...

Remote Desktop Authentication
<All>

Encrypting File System, Secure Email, Cl...

Server Authentication

Providers:

[w]Microsoft Smart Card Key Storage Provider ﬁ
[(IMicrosoft Software Key Storage Provider

Request hash: SHAZ5E “ |

[] Use altemate signature format

oK | [ Cancel | Aeol Help




YubiKey Smart Card
Deployment Guide
Best Practices and Basic Setup
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Interactive logon: Smart card removal behavior Properties

Security Policy Setting  Explain

ﬁ Interactive logon: Smart card removal behavior

Smart Card Removal Policy Properties

Securty Policy Setting
Define this policy setting

Lock Warkstation o ﬁ Smart Card Removal Policy
Mo Action =¥
Force Logoff N .
Disconnect if a remote Remote Desktop Services session Define this policy sefting

Select service startup mode:

(@) Automatic

() Manual

() Disabled

Edit Security...

OK Cancel Apply




The YubiKey can be set to require a physical touch to confirm any cryptographic operations.
This is an optional feature to increase security, ensuring that any authentication operation must
be carried out in person. The YubiKey Minidriver sets the touch policy are set when a key is
first imported or generated. Once set for a key on the YubiKey, the policies cannot be changed.

By default, the touch policy for keys imported/generated through the minidriver is created with
the default settina of the touch policy disabled.

To alter the policy behavior, the registry must be configured prior

to setting up keys, either on the station enrolling the keys or pushed out to all machines using
Group Policy Objects.

Key: HKLM\Software\Yubicolykmd

Value: NewKeyTouchPolicy (DWORD) - sets the touch policy on new keys
generated/imported through the minidriver. Accepted values are:

e 1 <Never> - Default policy of never requiring a user touch

e 2 <Always> - Policy is set to require a user touch to confirm each and every cryptographic
operation. Yubico does not recommend using this setting, as some Windows services, such
as login, may require multiple cryptographic operations in a short time span.

e 3 <Cached> - Policy is set to require physical touch once, then allow for cryptographic
operations in a small time window afterwards. For using the physical touch option with
Windows Smart Card Logon, this option is required.



Smart Cards — What we really like

* Unplug your card — auto PC lock

* Multiple credentials — one PIN (or many with the right kit)
* Login to web applications (that support certificates)

e Can be used with Get-Credential in PowerShell ;)



KeePass



Features

* Free — open source

e Loads of encryption jargon that sounds good
* Import/Export to a variety of formats

* Double click to clipboard and auto type

* Built in password generator

* SO0 s0 so many plugins

* Data all stored in a single file

* Nothing in ‘the cloud’



Backup & Synchronization & I0
Another Backup Plugin [
Automatically backs up databases.
DB_Backup [

Creales backups of databases.
DataBaseBackup 23

Creates hackups of databases.
SimpleDatabaseBackup 3

Creales hackups of dalabases.
I0Protocol Ext 3§

Rdils sippert far SCP, SFTP and FTPS.
SftpSync [

Adds suppart e SFTP.
KesAnywhere [
Adds suppart for onding Storage providers.
KeaClowd

Adds suppart for onling Slorage providers.
KeePassSync

Synchronize Using online storage providers.
KPDataSave {Dropbox)

Save your database in Dropbos.

K

Syrehrenize using Goagle Drive.
KeePassOneDri

Synchronize I.ISII')g Onelrive.
CyberGate Passward Vault Plugin
Adds suppert for communicating with CyberGate Password Vaull.

utilities
nect g
Allews Lo specify applications far direct connedions.
AutoTypeCustomFieldPicker [
Al b pick & custinn field during suta-type.
reh

Ao [ ]
Provides guick searching as enhencement to global auto-type.
AutaTypeshow

Shows an entry after auto-byping.
t:hgmmmmx [T}

Prevents sutn-byping uaggwu-ﬂs ints wrang places.
Custom Icon Dashboarder

Shalishics and rmanagement re.nures fiar custanm icons.
Ot BanuRuscalir 2]

HavelBeenPwned [

Checks entries against breach lists.

HIBPOATlineCheck

Cherks passwords apainst a breach list
nMaster 3

Advanced indexed gecurity Loken mBnagerment.

KeeAutoExec

Automatically apens additisnal databasas,

KeePassHIBP I3

Checks passwords against & breach list.

KeePassTimes =

Allaws bo chenge Lirmestamps.

KPEntryTemplates [

Allows Lo design new enlry bypes based on templales.

KPEnhancedListView [

Extends the KeePass enlry lit.

KPEnhancedEntryView 3

Extands the KesPass enlry view.

KPFieldsAdminConsole 3§

Gt statetics and perform bulk aperalions on fields.
KExbensions

|
Provides mare ways bo hock the database.

MinLock 3
Keens & minimized KeePass locked,
On-Sereen Keybeard [

Extends Keefass by 8n on-screen keyboand functionality.
On-Screen Keyboard 2
Extends Keefass by Bn on-aoreen keybosrd funclionality.
Password Counter [
Courts and ahows enlried sharng & passwond.
Passphrase Generators I
Generste pasaphrages.
PEDCalc g
Allgws Lo defing & default lifetime for pesswards.
Pronouncesble Password Generator [
Generates prenounceable passwards.
QualityColumn E3
Provides & 'Password Quality” column.
QualityHighlighter [
Highlighls enlries bassd an the pastwsrd gualily.

ickConnectPlugin [
Cannects to Windows/Linus/ ESX hosts.
QuickSearch
Provides enhanced search capabilities,
ROPPlugi
Conngcts Lo & Server via ADA.
KeeResize
Makes dialogs resicable.
RmvDup
Remaves duplicale ertries snd emply groups.

h

Creales passwind strength reparts.

TAN Placeholder [

Adds suppart for @ pleceholder that retrieves a TAN.

Title Display

Custormize main windew title display.

TrayRecentFiles £

Lists racent files in the system Lray icon meny.
Mount 77

Maurits TrueCryolVeraCrypt volurmes.
TrueCrypt/VeraCrypt AutoDismount [ZF
Aulomatically dismaunts TrueCrypbferalrypl volurnes.

Teons: (5 = the plugin is aveilable for KeePess 1. B0 = the plu

i Bwailable for KeePass 2

Integration & Transfer

KeeForm [ 3

Qpens websites and fills in the kgin data automatically.
Kee

Bridge between KeePass nd web browsers,

PassTFox C3

Replaces the built-in Firefox pessword storage by KeePass,

ChromelPass

Inlegrates KeePass bad the Google Chroeme browser.
Passalari I3

Inlegrates KeePass sad the Safer brovwser.

URL in Tithe Ba i

Bmwser extersions that shaw the current URL in the title bar (far multiple browsers).

=]
Mlans auto-typing into webforms based an URLS (Intermet Explorer and Masthon).
Panel g

Displays an always on top KeePass Mosting panel.
KeePassHelper [5F

Browser exterdion thal relrieves credentialg from KeePass,
WebAutoType

Allews aul-tyging inlo weblerms Based on URLS [mullighe browsenm).
ROCAubD 'CATO I

RDC auto-type suppert and imgraved TCATO selection.

TCATO der 13

Allaws o enable disable TOATO per subo-Lype Sequence.
HotKeyEnabler [0
Allews b defing custon sequences of keys Systerm-wide with aulo-lype fundienglity.

KeeOtp [
Gererstes TOTP puthenticalion codes.

Tray TOTP (3

Gererstes TOTP authenticalion codes.

Character Copy [l

Allaws copying individual characters from entry strings.

Displays pesswords as QR codes,
KeePassQRCodeView

T
Displays entry hields as QR codes.
KeePT
Integrales GREAWINPT functionalily.
PultyAgent
Adds SSH agent support b KeePass.
KeeAgent
Adds S5H agent support be KeePass.
Remobe Desktop Manager Plugin 3
Allows KesPass Lo supply cregentials Lo Remale Desklop Manager.,
K =

Allows KeePass to supply cregentizls e.g. to SmartFTP.
KeePassRPC
Allows KeaPass Lo supply cregdentials via RPC.
KeePassHttp B3
Allows KeaPass bs supply cradentials via HTTP.

Logon [

Logan te SAP systerns.

SalesforcePlugin

Logan te Salesforce envirenments,

Ubuntu Tntegration Pluging (&

Pluging te help KeePass integrale better with the Ubunty deskiop.

Cryptography & Key Providers
CertieyProvider
Advanced cartificate-hased key provider.
Multi Cert Key Provider 7

REA cerlifieate-based key provider.

RSA Cert Key Provider 23

Sirnple REA certificate-based key provider.

KeyManager [
Cerlificate-besed key pravider with GUL
Certificate e

Cerlilicate-based key pravider wilh smart card supporl.
Prow

Key provider hased on one-time passwards.
KeeChallenge F

Key provider hased on challenge-responds.
Key Xchanger Z3

A blugloath key provider plugin.

Winkee 3

Manages delabase scoess credentials,

Keal iekiLinlock H

Allaws you Lo unlock datebases guickly.
KeePassRFID [

Key provider using RFIDYNFC smart cards.
LoginCard Key Provider

Key provider using RFID LoginCard (OWORK light).
Kee

rver 09
Key provider Ihat rétrieves & key fram B key Serer.
Twiafish Cii [ir]
Adids the Twalish encryplion algadth,
t Cipher
Adds the Sarpenl encryption algarithm,
v [

Adds the Salse20 encryplion algorithm.

GostPlugin

Adds the GOST A 34.12-2015 encryplion algorithm.
MultiCipher g3

Disal encrypls databages using AES-256 and IDES-192.

Import

1P2KeePass [

Imports 1Password 1PIF files.

AnyPasswerd Impoart 7]

Imparts CSV files exported by "AnyPassword’.
CardFilek PPlugin 3

Impaorts CRD files created by ‘Cardfile’.
CodeWallet 3 Import 3

Irmparts THT fles exported by 'Codeallel 37
CodeWallet 6 Konverter

[
Carwarls THT files expartad by 'CodeWallet &' Lo importalle TSV files.

ewallet Import
Imparts TAT files exported by 'eWallet,
eWallet Data Liberator
Export dale lrom ‘eWallel” and impart it inko KeePass.
eWallet to
Migrate ‘eWallel’ data Lo KeePags.

refox to KeePass Password Imporber [73 [
Imparts passwords from Firefox inko KeePags,

KeePassBrowser] rter 3

Imparts credentials from vBrious browders,

MSDN/TechNet Key Importer [i§

Irmports MSDNTechiet key files.

Oubliette Import

Imports Quitietle pessword dalebase files.

mport 5

Impaorts Pagswond Commandes CSy files.

Password Minder Im)

Impeorts Pagswond Minder data.

PINs Import 08

Irmparts Lext files exparted by PINS'.

PwSafeDBImport

Directly import Password Safe database files.
ACloudLmp

Impaorts SafelnCloud XML files.

Spmimport f3

Impaorts Steganss Password Manager files.

WVariousEnm,

Imports several different file formats.

VaultIIm| =]

Imparts Vault3 XML files,

VaultSynePlugin

Imports HashiCorp Vault date.

XML Import i3

Imparts XML files exported by KeePass 1.x.

ZSafe Import [

Imparts text files exparted by Z5efe’

Convert te 1.% €SV [ [

Utilities to corvert bext Tiles Lo KeePass 1.x TSV iles.

Convert to 1.x XML [ B3

Ulilities to earvert bext files Lo KeePass 1.x XML files,

Convert to 2.x XML 3 3

Utilities bo corvert best Tiles bo KeePass 2.0 XML files.

Favicon Downloader

Crowriboad and store website favicons.

Yet Another Favicon Downlosder

Dowrikead and store websile favicons.

Export

KeePassNew! =

Export dale with & new master key.
rtial KeePass Database Export [

Export tagged enilries,

Export E3
Exporl tagpad enlries,
KeeOldFormatExport [

Export to old KeePass file farmals.
KelboeLite
Creales lite KDBX files.

hal

=]
Sard enlries via Secure Exchanges.
Seclave Pl
Export 1o Seclave password manager device.
TheVaultExport £3
Export ba The Waull TSV fles.
KeePass to Keyring [15 3
Expork KeePass data to Keyring liles.
KeePassl|

ne
Carvert KeaPass L.x files Lo iPhone bockmarklets,

Import & Export

KeeT:
Imparts/exparts recards fromyto ReadySignon.
MSWiiPlugin 3

Exchange wireless connection infermation.

Automation & Scripting
KPSeri

pt
KeePass seripling utilily.

Resources

Application Icons [

Additional applicatian icars,
ient Icons

Additional chienl icons.

For Developers Only
Sarmple Plugins [
Show devalopers how pluging can perform besic oparations.

HavelBeenPwned

Plugin Author: Andrew Schofield, Plugin Language: BE

This plugin checks entries against breach lists.

Passphrase Generators

The following plugins add password generator algorithms that create passphrases.

+ Readable Passphrase Generator
Extension Author: Murray Grant, Extension Language: EE

The Readable Passphrase Generator plugin generates passphrases, which are (mostly)
grammatically correct, but nonsensical. These are easy to remember (for humans), but
difficult to guess (for humans and computers).

ChromeIPass
Extension Author: Perry Nguyen, Extension Language: BE

Extension allowing Google Chrome to form-fill passwords stored in KeePass.

Smart Certificate Key Provider
Plugin Author: BodnarSoft, Plugin Language: BE

Encrypt and decrypt your database using an X.509 certificate stored on a smart card or in the
wWindows Certificate Store.
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KeePass
Paszsword Safe

Home
@ Home & News

f_-& Forums
Q Feature List

@ Sereenshots

Getting KeePass
:.,:] Cownloads

ﬁ} Translations

@#¥ Plugins / Ext.

Information / WWW
& Help
@ FaAQ

£= Security

Y Awards

F Links

Support KeePass

@ Donate

] Getting KeePass - Downloads

Here you can download KeePass:

KeePass 2.39.1
Installer for Windows (2.39.1): Portable (2.39.1):

G Download Now Download Now

.J-' KeePass-2.39.1-Setup.exe KeePass-2.39.1.zip

Download the EXE file above, run it and fallow Download the ZIP package above and unpack it
the steps of the installation program. You need to yvour favorite location (USB stick, ...). KeePass
local installation rights (use the Portable wersion | runs without any additional installation and won't
on the right, if you don't have local installation store any settings outside the application

rnights). directory.

Supported operating systems: Windows Vista / 7/ 8 / 10 (each 32-bit and &4-bit), Mono (Linux,
Mac 0OS X, BSD, ...).

KeePass 1.35
Installer for Windows (1.35): Portable (1.35):

G Download Now Download Now

.J-» KeePass-1.35-5Setup.exe KeePass-1.35.7p

Download the EXE file abowve, run it and follow Download the ZIP package above and unpack it
the steps of the installation program. You need to your favaorite location (USB stick, ...). KeePass
local installation rights (use the Portable version | runs without any additional installation and won't
on the right, if vou don't have local installation store any settings outside the application

rights). directory.

Supported operating systems: Windows Vista / 7/ 8 / 10 (each 32-bit and &4-bit), Wine.

Unsure which edition (1.x or 2.x) to choose? See the Edition Comparison Table.
See also the Development Status FAQ. If in doubt, use KeePass 2.x.

https://keepass.info



KeeChallenge

A plugin for KeePass2 to add Yubikey challenge-response capability.

Download

View on GitHub

Supported Platforms
As of v1.0.1 both Windows and Linux (Ubuntu) have been tested successfully.

To run under Linux using mono, you must modify keechallenge.d1l.config and add a dllmap entry to
let Mono know where to find the native libraries. On my system this looks like <d1imap d11="1ibykpers-
1-1.d11" target="1libykpers-1.so> . For this to work, you must also obtain the appropriate versions of
the Yubico libraries. Make sure all of the Yubico libraries are installed where mono can find them (for
example, /usr/lib). Put both keechallenge.dll and KeeChallenge.dll.config in the KeePass2 folder (on
Ubuntu this is susr/1ib/keepass2 ). The same technique will work on OSX, but getting the 32bit Yubico
libraries requires building from source. See the OSX Guide by Markku for detailed instructions on
how to do this.

Dependencies

KeeChallenge requires KeePass2, available from http://keepass.info/download.html. It also requires
the Yubico open source library yubico-personalization (which in turn depends on yubico-c). Prebuilt
bundled binaries are available from http://opensource.yubico.com/yubikey-
personalization/releases.html.

http://richardbenjaminrush.com/keechallenge



» Program Files (x86) » KeePass Password Safe 2

Mame B
32bit
Bdbit
Languages
Plugins
AS|

KeeChallenge.dll

E KeeChallenge.dll.config
=% Keebass.chm

E KeePass.config.xml

@ KeePass.exe

E'r KeePass.exe.config
KeePass. Xml5enalizers.dll
KeePassLibC32.dIl
KeePassLibCad.dll

E’ License. bt

[8] ShinstUtil.exe
SmartCertificatekKeyProviderPlugin.dll
D unins000.dat

[EEJ uninsD00.exe

v O

Date modified

10/05/2018 15:32
10/03/2018 15:32
10/05/2018 13:07
10/05/2018 14:34
17/053/2018 14:33
11/05/2016 17:32
28/10/2015 15:56
12/05/2018 10:21
03/11/2013 11:02
12/05/2018 10:19
12/05/2018 10:21
12/05/2018 10:19
12/05/2018 10:13
12/05/2018 10:16
01,/01/2018 14:04
12/05/2018 10:20
10/05/2018 15:18
17/053/2018 14:33
17/05/2018 14:33

Search KeePass Password Safe 2 O

Type

File folder

File folder

File folder

File folder

File folder
Application extens
COMFIG File

Compiled HTML ...

AML File
Application
CONFIG File
Application extens
Application extens
Application extens
TXT File
Application
Application extens
DAT File
Application

Size

30 KB
1KB
715 KB
1KB
3,180 KB
1KB
400 KB
561 KB
727 KB
19 KB
90 KB
15 KB
10 KB
1,175 KB



Ey] YubikKey Personalization Tool

Yubico OTP OATH-HOTP Static Password Challenge-Response Settings Tools About Exit
YubiKey is inserted
Settings
General Settings
Decimal ModHex Hex
[] use and enforce customer prefix
Output Settings
Output Format g
Tab Public ID Tab OTP Tab
Programming status:
Output Speed Throttling @ Slot 1 and 2 configured
Output Character Rate Standard Firmware Version:
. . 4.3.7
[ Add a short delay before sending OTP part [] Add a short delay after sending OTE part Serial Number
Serial # Visibility Settings @ Static Password Settings @ Dec: 7316790 B

Button at startup (2.2+)
[] use descriptor (2.2+/3.2+4)

API call (2.2+/3.0+)

Update Settings @

Enable updating of Yubikey configuration (2.3+/3.0+)

[] Leg configuration output

[] Enable configuration export and import {experimental)

Traditional format

Actions
Settings are saved automatically

Restore Defaults

[] Enable manual update using the button (2.0+)

Extended Settings
[J use numeric keypad for digits (2.3+)
[] use fast triggering if enly slot 1 is programmed (2.3+)

[] 1nvert led behaviour (2.4+/3.14)

Update is geailabls ey, 2o |ote

Update Settings...

Hex:  6fas3c |
Modhex: hvlgeh B

Features Supported

Yubico OTP

2 Configurations
OATH-HOTP

Static Password
Scan Code Mode
Challenge-Response
Updatable

MNdef

Universal 2nd Factor

L S S Y T A




ﬂ YubikKey Persenalization Tool

Yubico OTP OATH-HOTP Static Password Challenge-Response  Settings Tools About Exit

YubiKey is inserted
Program in Static Password mode

Scan Code

Quickly program a Yubikey to emit your desired static password

ﬂ YubikKey Personalization Tool

Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings Tools  About Exit

Advanced . .
Pr ] ) YubiKey is inserted
Allows you to program one or more Yubikeys to emit long, "hard to guess and remember" static passwords . Pl‘og ram in Static Pa SSWDI'd m Dd e - Scan CDd =
q
Fir
4.7 Configuration Slot
5

gt to be programmed

D¢l ® Configuration Slot 1 () Configuration Slot 2 @

[] Program Multiple YubiKeys Configuration Protection (6 bytes Hex) -@-
M : ] :
Automatically program YubiKeys when inserted Yubikey(s) unprotected - Keep it that way hd
A Current Access Code Programming status:
Yu Use Serial Number Slot 1 and 2 configured
2 New Access Code Firmware Version:
Use Serial Number 4.3.7
Password & 3.
o1 a or o Serial Number
St :
Hide Pa d
ad [ Dec: 7316730 []
P Password Length and 16 chars for 2.0 and 2.1) Hex: 6fa536 E
ug Password Scan codes Modhex: hvlash ﬂ
Mg
ur = Keyboarc |US Keyboard Features Supported
- Yubico OTP w
u‘j It is strongly recommended to create a backup Yubikey with same password in case original Yubikey is lost/broken 2 Configurations o
OATH-HOTR o
Actions Static Password L'
o program your YubikKey's selected configuration slot Scan Code Mode v
k Cha”enge_R&Spunse y
Write Configuration Sto| Reset Bac
a p Updatable o
Results Ndef X
w

https://www.grc.com/passwords.htm # | Poonword oncth | sata | Timesamo Unsecst 20 Factor




ﬂ YubiKey Personalization Tool

Yubico OTP OATH-HOTP  Static Password Challenge-Response Settings Tools About Exit
YubiKey is inserted
Program in Challenge-Response mode
Yubico OTP (7]
Allows you to program one or more Yubikieys in "Yubico OTPE" Challenge-Response mode ﬂ Vubikey Personalization Tool
Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings Tools About Exit
HMAC-SHA1 L7 YubiKey is inserted
f F Prd =
Allows you to program one or more Yubikieys in "HMAC-SHA1" Challenge-Response mode | pl‘Og ram in ChallengE'RESPOHSE‘ n'lode - HMAC-SHA1
Sla
Fir
Configuration Slot
4.3
S Select the configuration slot to be pro
e () Configuration Slot 1 (® Configuration Slot 2 @
He| [] Pregram Multiple YubiKeys Configuration Protection (6 bytes Hex) -@-
May : . . . .
Automatically program Yubikeys when inserted YubiKey(s) unprotected - Keep it that way -
F . Current Access Code Programming status:
Parameter Generation Scheme _ .
W Use Serial Number Slot 1 and 2 configured
u .
5 Randomize Secret - New Access Code Firmware Version:
Use Serial Number 4.3.7
O HMAC-SHAL Parameters Serial Number
Stz
s Require user input (button press) (7] Dec: 7316790 ﬂ
c
ch| HMAC-SHA1 Mode (O wvariable input [ (® Fixed 64 byte input | Hex:  6fa536 ]
Up Secret Key (20 bytes Hex) |E|E| 8c 2b 33 80 73 5f 24 2a 2d da 49 2e 37 65 cf al 71 4¢ 2] Modhex: hvigeh ﬂ
Nd
Features Supported
Un Actions
} ) ) Yubico OTP 4
mEme T0 program your Yubikey's selected configuration slot 2 Confiqurations 7
Stop Reset Back OATH-HOTP o
Static Password w
Scan Code Mode L'y
# Status  Timestamp Challenge-Response  «
Updatable o
Ndef ®
Universal 2nd Factor +




(*) Create Composite Master Key

Q{ Create Composite Master Key

CAllsers\queed211\OneDnveWorkiThe Queen's College, CxfordICTF 2018 Pres

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one or more of the following key sources. All sources you specify will
be required to open the database. If you lose one source, you will not be able to open the database

anymaore.

Master password: ||---|----------------------------------------|

HE‘F'EEt ﬂass'ﬂﬂl’d: |'l'll'"'ili."..iilll"'ilill'..iilll'"ilil| . SEEFE'I: F"E_” Entr'"
ksl | ¥
Estimated quality:
— : Enter Your Yubkey Challenge-Response Secret Key:

Key file / provider- | ‘Yubikey challengeresponze o |

|_, Create... @' Browse. ..

A key file can be used as part of the master key; it does not store any database data. i an attacker
has access to the key file, it does not provide any protection.

Variable Length Challenge? [ ]

i, K the keyfile is lost or its contents are changed, the database cannot be opened anymare. You
should create a backup of the key file. ] Cancel

Mare information about key files.

[ ] Windows user account

This source uses data of the cument Windows user account. This data does not change when the
account password changes.

§. K the Windows user account is lost, it will not be enough to create a new account with the
same user name and password. A complete backup of the account is required. Creating and
restaring such a backup is a very complicated task . F you dont know how to do this, dont
enable this option.

More information about Windows user accounts.

Help Cancel




Links

* Yubico Smart Card Deployment Guide -
https://support.yubico.com/support/solutions/articles/15000006456-yubikey-
smart-card-deployment-guide

* Yubico Smart Card Drivers - https://www.yubico.com/products/services-
software/download/smart-card-drivers-tools/

* YubiKey Personalisation Tools - https://www.yubico.com/products/services-
software/download/yubikey-personalization-tools/

» Resetting the Smart Card (P1V) Applet on Your YubiKey -
https://support.yubico.com/support/solutions/articles/15000008587-resetting-
the-smart-card-piv-applet-on-your-yubikey

* 5 fun applications to think about when deploying Smart Cards -
https://myworldofit.net/?p=9509

* Yubikey on reddit - https://www.reddit.com/r/yubikey



https://support.yubico.com/support/solutions/articles/15000006456-yubikey-smart-card-deployment-guide
https://www.yubico.com/products/services-software/download/smart-card-drivers-tools/
https://www.yubico.com/products/services-software/download/yubikey-personalization-tools/
https://support.yubico.com/support/solutions/articles/15000008587-resetting-the-smart-card-piv-applet-on-your-yubikey
https://myworldofit.net/?p=9509
https://www.reddit.com/r/yubikey

Any Questions?



