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The morning….



























YubiKey





‘The one we use’
‘The one we would use if we 

needed NFC’

‘The one that you would get your 
security minded brother/sister for a 

birthday present’*

Great smart card support
FIDO U2F

Key printer, OpenPGP, OATH-TOTP, 
OATH-HOTP, and Challenge-Response

Nearly great smart card support
FIDO U2F

Key printer, OpenPGP, OATH-TOTP, 
OATH-HOTP, and Challenge-Response

NFC (works with Paxton Net2 and Salto)

FIDO U2F
FIDO2

£36.50 on Amazon.co.uk £45.50 on Amazon.co.uk £18 on Amazon.co.uk

Security Key by YubicoYubiKey NeoYubiKey 4
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YubiKey 4

YubiKey 4C

YubiKey 4C Nano

YubiKey 4 Nano



Smart Cards



















Smart Cards – What we really like

• Unplug your card – auto PC lock

• Multiple credentials – one PIN (or many with the right kit)

• Login to web applications (that support certificates)

• Can be used with Get-Credential in PowerShell ;) 



KeePass



Features

• Free – open source

• Loads of encryption jargon that sounds good

• Import/Export to a variety of formats

• Double click to clipboard and auto type

• Built in password generator

• So so so many plugins

• Data all stored in a single file

• Nothing in ‘the cloud’







https://keepass.info



http://richardbenjaminrush.com/keechallenge







https://www.grc.com/passwords.htm







Links

• Yubico Smart Card Deployment Guide -
https://support.yubico.com/support/solutions/articles/15000006456-yubikey-
smart-card-deployment-guide

• Yubico Smart Card Drivers - https://www.yubico.com/products/services-
software/download/smart-card-drivers-tools/

• YubiKey Personalisation Tools - https://www.yubico.com/products/services-
software/download/yubikey-personalization-tools/

• Resetting the Smart Card (PIV) Applet on Your YubiKey -
https://support.yubico.com/support/solutions/articles/15000008587-resetting-
the-smart-card-piv-applet-on-your-yubikey

• 5 fun applications to think about when deploying Smart Cards -
https://myworldofit.net/?p=9509

• Yubikey on reddit - https://www.reddit.com/r/yubikey

https://support.yubico.com/support/solutions/articles/15000006456-yubikey-smart-card-deployment-guide
https://www.yubico.com/products/services-software/download/smart-card-drivers-tools/
https://www.yubico.com/products/services-software/download/yubikey-personalization-tools/
https://support.yubico.com/support/solutions/articles/15000008587-resetting-the-smart-card-piv-applet-on-your-yubikey
https://myworldofit.net/?p=9509
https://www.reddit.com/r/yubikey


Any Questions?


