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Microsoft Network Policy Server + VLANs/ACLs




What does it do?

* Network Policy Server

e Authenticates devices based on

e 802.1x Credentials
* Username/Password
* Certificate

e MAC Address
e Places the client in the correct VLAN + send other RADIUS Attributes



Alternatives...

* Bradford Network Sentry
e Aruba Clear Pass
e PacketFence



Network Switch Config

radius-server host 172.16.0.2 key <key!!>
radius-server dead-time 1

radius-server timeout 3

radius-server retransmit 2

aaa authentication login privilege-mode

aaa authentication ssh login radius local

aaa authentication ssh enable radius local

aaa port-access mac-based addr-format no-delimiter

aaa port-access gvrp-vilans

aaa authentication port-access eap-radius

aaa port-access authenticator 1-8

aaa port-access authenticator 1-8 quiet-period 30
aaa port-access authenticator 1-8 tx-period 2

aaa port-access authenticator 1-8 supplicant-timeout 2

aaa port-access authenticator 1-8 server-timeout 10
aaa port-access authenticator 1-8 max-requests 3
aaa port-access authenticator 1-8 reauth-period 600
aaa port-access authenticator 1-8 auth-vid 1

aaa port-access authenticator 1-8 client-limit 3

aaa port-access authenticator active

aaa port-access mac-based 1-8

aaa port-access mac-based 1-8 logoff-period 862400
aaa port-access mac-based 1-8 quiet-period 30

aaa port-access mac-based 1-8 server-timeout 10
aaa port-access mac-based 1-8 reauth-period 600
aaa port-access mac-based 1-8 unauth-vid 97

aaa port-access mac-based 1-8 addr-limit 3

aaa port-access 1-8 controlled-direction in
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Tl certsrv - [Certification Autheority (KC-DC01.kings.ox.ac.uk)h\kings-KC-DC0N-CA\Certificate Templates]
File Action View Help

"TICIEEN

;; Certification Authority (KC-DC0.|| MName Intended Purpose
v ¢ kings-KC-DC01-CA 4 Directory Email Replication Directory Service Email Replication
Revoked Cf:l“.[lI'ICiitl':S 7] Domain Controller Authentication Client Authentication, Server Authentic...
EEEZTHI;EPI::LILEJ:E ﬂ Kerberos Authentication Client Authentication, Server Authentic...
Failed Requests 3 EFS Recovery Agent File Recovery
Centificate Templates 3l Basic EFS Encrypting File System
3 Domain Controller Client Authentication, Server Authentic...
2 Web Server Server Authentication
| Computer Client Authentication, Server Authentic..,
F User Encrypting File System, Secure Email, CI...
3 Subordinate Certification Authority <All=
3 Administrator Microsoft Trust List Signing, Encrypting...

H O Type here to search i
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b Network Policy Server

File Action View Help

&= |7 Hm

&5 NPS (Local) RADIUS Clients
= RADIUS Clients and Servers
=lR.ADIUS Clients =[®  RADIUS clients allow you to specify the network access servers, that provide access to your netwaork.
;J Remote RADIUS Server Group: =
+ Policies
T

:..'_; NEtW':'rk_ iUl Friendly Name | Device Manufacturer | NAP-Capable | Status

g Accounting RADIUS Standard N Enabled
9 My Templates Management RADIUS Standard ~ No Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Ma Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Ma Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Ma Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Ma Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Ma Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Ma Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Ma Enabled
RADIUS Standard Mo Enabled
RADIUS Standard Mo Enabled




b Network Policy Server

File  Action View Help
&5 7 FHE

& NPS (Local) Connection Request Policies
¥ RADIUS Clients and Servers
E Policies Connection request policies allow you to designate whether connection requests are processed locally or forwarded to remote RADIUS servers. For NAP

_ WPN or 802.1%, you must corfigure PEAP authentication in connection request policy.
Metwork Policies
Health Policies
+ ‘:, Metwork Access Protection
B Accounting
+ ‘. Templates Management

Palicy Mame | Status | Processing Orderl Source
Cert Based Secure Wired Connections Enabled 1 Unspecified
Cert Based Secure Wireless Connections Enabled
Eduroam Secure Wired Connections Enabled
AD Pagsword Based Secure Wirsless Connections Enabled
MALC Based Secure Wired Connections Enabled

Metwark Switch Login Enabled

Unspecified
Unspecified
Unspecified
Unspecified

[= I & B S ' I |

Unspecified

Conditions - i the following conditions are met:

Condition Value

Settings - Then the following settings are applied:

Setting Value

02:59
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%Hetwnrk Policy Server =
File  Action View Help
&= | T HE

& NPS (Local) Network Policies

= RADIUS Clients and Servers

E, RADIUS Clients Metwork policies allow you to designate who is authorized to connect to the networlc and the circumstances under which they can ar cannot connect.
?T-J Remote RADIUS Server Group:
= Policies
CDnnEE:Dan‘?qUESt Policies Policy Name | Status | Processing Order | Access Type | Source
v P.D_IDES # Fellows and Staff - VLANS Enabled 1 Grant Access  Unspecified
Health Policies o . . m =
. ) % Domain Joined - Wired Enabled 2 Grant Access  Unspecified
+ MNetwork Access Protection . ) . . . N
& Accounting # Domain Joined - Wireless Enabled 3 Grant Access  Unspecified
=l : _ WA A AME 4 A ifi
+ Wl Templates Management @.F‘nnters Vired - VLANG . Enabled Grant Access  Unspecified
& Wireless Access Points - Wired Enabled 5 Grant Access  Unspecified
# VolP Phones - Wired Enabled & Grant Access  Unspecified
#BMS - VLANT2 Enabled 7 Grant Access  Unspecified
@ Securty VLAN 500 - Wired Enabled 8 Grant Access  Unspecified
& Securty VLAN 7 - Wired Enabled 9 Grant Access  Unspecified
W loT - Wired Enabled 10 Grart Access  Unspecified
7 Login to Network Switches able rant Access  Unspecifie
# Login to Metwork Switch Enabled 11 Grant A L fied
# VPN Access Enabled 12 Grant Access  Remote Access Server(VPN-Dial up)

Conditions - If the following conditions are met:

Condition Walue

Settings - Then the following settings are applied:

Setting Walue

. | o] | If

Py Bl I = @ _= = | . (O A ; 0341
[ *start .--l,r;br (2] . |_‘j_| - = g@_” = %}3 B 4 * B L opopnry B

=



I Properties

Settings | Advanced

[v Enable this RADIUS cliert
-

-

Mame and Address
Friendly name:

—s

Address (IP or DMNS):

Shared secret:

e

Confirm shared secret:




i-| Remote RADIUS Server Group:

Folicies
Connection Request Policies
Metwork Polides
Health Policies
+ E‘? Metwork Access Protection
B Accounting
+ J; Templates Management

Group Mame

ﬁ Eduroam
Eduroam Properties

General |

Group name:

RADIUS Server | Priorty | Weight

1
1

Ein

L

R

i

Cancel |




Cert Based Secure Wired Connections Properties
Overview Conditions | Settings l
Configure the conditions for this netwark policy.

if conditions match the connection request, NP5 uses thig
connection request, NP5 skips this policy and evaluates d

Condition
= MNAS Port Type
%L ser Name

Cert Based Secure Wireless Connections Properties
Overview Conditions | Settings ]
Configure the conditions far this networs policy.

ff conditions match the connection request, NP5 uses this palicy t
connection request, MP5 skips this policy and evaluates other pol

Condition Walue
&= MNAS Port Type Wireless - IEEE 802.11
52, User MName hiost

AD Password Based Secure Wireless Connections Fm.erlimr
Overview Conditions | Settings ]
Configure the conditions far this networs policy.

ff conditions match the connection request, NP5 uses this policy to authd
connection request, NP5 skips this policy and evaluates other policies, if

Condition Value
= MNAS Port Type Wireless - IEEE 802.11
\J} Called Station 1D QueensDomain

MAC Based Secure Wired Connections Properties

‘Overview Conditions |5&1‘tingsl

Configure the conditions for this networ: policy.

f conditions match the connection request, NP5 uses this
connection request, NP5 skips this policy and evaluates ot

Condition
=® MNAS Port Type




Eduroam Secure Wired Connections Properties

Eduroam Secure Wired Connections Properties

Overview ] Condtions  Settings

COiverview Conditions | Seﬁmgg ] Corfigure the settings for this networl policy.
ff conditions and constraints match the connection request and the policy arants access, settings are applied.

Configure the conditions for this network policy. Seftings:

nﬁ# ;;’d — o Specify whether connection requests are processed locally, are forwarded to remaote

H: I:Ell'llji'tilzll'lﬂ ITIEI'tEh tl'lE! connection I'E|:|L|E!E't NFIS uses t _— RADIUS servers for authentication. or are accepted without authentication.
. ) . - ' Authentication Methods
connection request, MP5 skips this policy and evaluate

Forwarding Connechon
Request

- Authentication (¥ Forward requests to the following remate RADIUS server group for authentication:

g w ._ -"'.-.-.-I i
Condition Walue _Jhsnel il [Eduroam <] New.

Specify a Realm Name
E.‘ﬂ_;' MAS Port T}’I:IE! Ethemet . (" Accept users without validating credertials

Attribute
RADIUS Atinbuies

&l Standard

(" Autherticate requests on this server

%2 User Name

Eduroam Secure Wired Connections Properties x| i

i .Ovenriew] Condtions  Settings

Configure the settings for this netwar policy.
I conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

E‘Zf#é:;d T cation To send additional attributes to RADIUS clients, select 3 RADIUS standard attribute, and
_ then click Edit. ¥ you do not configure an attribute, it is not sent to RADIUS clients. See
Authentication Methods your RADIUS client documentation for required attributes.

Forwarding Connection
Request

=3 Authentication Attributes:

.'._I Accounting Mame Value
Framed-Protocol PFP
Service-Type Framed

Tunnel-Medium-Type 302 (includes all 302 media plus Ethemet canonical for...
RADIUS Attnibutes Tunnel-Pvt-Group-1D 58

Vendor Specific

Specify a Realm Name

Attribute




Fellows and Staff - VLANE Properties Fellows and Staff - VLANS Properties

"Overview | Conditions  Constraints |Seﬁings |

I:l".I'E!r".l'iE-"ll'l.' Cl:lrllji'til:lrlﬂ Clzlrlstmirltﬂ ] SEﬁlngﬂ | Configure the constraints for this network policy.

If all constraints are not matched by the connection request. network access is denied.

Congtraints:

Configure the conditions far this network palicy.
Allow access only to those clients that authenticate with the specified methods.
f conditions match the connection request, NP5 uses this policy to authorize t [ B

% ldle Timeout EAP types are negetiated between NPS and the client in the order in which they are

connection request, NP5 skips this policy and evaluates other policies, if additig 5 At

L-:B Session Timeout

EAP Types:

!| Called Station ID -
Microsoft: Protected EAP (PEAF)

e MD5-Challenge
Condition Value = NAS Port Tvo. Move Down

=¥ MNAS Port Type FEthemet OR Wireless - IEEE 802.11 < | ©
% Windows Groups GUEENSStaff and Fellows WVLANS ad. |[ Bt | Ramowe |

Less secure authentication methods:
[ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
-

Select the certificate the server should use to prove its identity to the dient. Ol Srmma bl i = 280
A certificate that is configured for Protected EAF in Connection Request r
Policy will override this certificate. [¥ Encrypted authentication {CHAF)

[¥ Unencrypted authentication (FAP, SPAP)
[ Allow clients to connect without negotiating an authentication method
[ Perform machine health check anly

al : =
Edit Protected EAP Properties

Certificate issued |QC-'-;'DCEI 1.queens.ox.ac.uk

Friendly name:

[=suer: queens-QC-VDCO1-CA

Expiration date: 03/08/2018 10:25:17

[+ Enable Fast Reconnect
[ Disconnect Clients without Cryptobinding
Eap Types

ssword (EAP-MSCHAP vZ)

Add | Edit | Remaove Cancel |




P'S (Local)
RADIUS Clients and Serve
3 RADILS Clients

i Remote RADIUS Serv  Configure the constraints for this network policy.
Policies if all constrairts are not matched by the connection request, network access is denied.

Overview ] Condtions Constraints | Settings |

Connection Reguest F
Metwork Palicies
Health Policies Constrainis
5 Me’m'curk. Access Protectio a A nfication Method
Accounting

| Templates Management & |dle Timeout EAP types are negotiated between NPS and the client in the order in which they are
listed.

EAP Types:
Microsoft: Protected EAP (FEAP)

r and time restrictions MD5Challenge Q

Constraints:

Allow access only to those clients that authenticate with the specified methods.

{ Session Timeout

Called Station 1D

Mowve Down
Edit Protected EAP Properties x|

| 2]

Remove |

Select the certificate the server should use to prove its identity to the dient, J Edit
A certificate that is configured for Protected EAP in Connection Request
Policy will override this certificate.

authentication methods:
Certificate issued |QC"'."DC|:| 1.queens.ox.ac.uk Encrypted Authentication version 2 (M5-CHAP-v2)

Friendly name: Encrypted Authentication (MS-CHAP)
Issuer: queens-QC-YDCO1-CA
1 authentication (CHAP)

EXFIIFEItIEII'I date: IZI3,|"EI=3,|"2III 18 10:25:17 ted authentication ::P.'E'.P. SP'E'P]

nts to connect without negetiating an authertication method

[+ Enable Fast Reconnect
achine health check only

[ Disconnect Clients without Cryptobinding
Eap Types

Smart Card or other certificate

Cancel

T

A
Add | Edit | Remove Cancel | Grant Access




Domain Joined - Wired Properties

Overview Cnnditinns]l:nnstmims Settings

Configure the settings for this network policy.
ff conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

RADILS Attriinites To send additional attibutes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do nat configure an attribute, it is not sent to RADIUS clients. See
: your RADIUS client documentation for required attributes.
71 Vendor Specific
Metwork Access Protechion

E*? MAP Enforcement Attributes:

‘B Extended State Mame Walue

Routing and Remole Access Framed-Frotocol PPP
25 Multilink and Bandwidth Service-Type FE':'-'?':I ;
" Allocation Protocol (BAP) Tunnel-Medium-Type 802 (includes all 802 media plus Ethemet canonical for...
?, IP Filters Tunnel-Pvt-Group-1D 4
- Tunnel-Type Virtual LANs (VLAN)
Encryption

&y P Settings




EPOL 302, 1x Auth [QC-VDCO1.QUEENS. OX. AC.UK] Po
-] (& Computer Configuration
= Policies
Software Settings
Windows Settings
Mame Resolution Policy
:| Scripts (Startup/Shutdown)
= Security Settings
| Account Policies
_J Local Polides
-[| Eventlog
n Restricted Groups
4 System Services
a Reqgistry
, File System
1] Wired Metwork (IEEE 802.3) Policie
Windows Firewall with Advanced 5
:l Metwork List Manager Policies
=l Wireless Network (IEEE 802. 11) Pc
Public Key Policies
Software Restriction Policies
Metwork Access Protection
Application Contraol Polides
g, IF Security Policies on Active Direc
T Advanced Audit Policy Configuratic
+ ylly Policy-based QoS
Administrative Templates: Policy definition:
¥ Preferences
-] %, User Configuration
¥ Policies
Preferences

Service MName

Startup

Permission

I Themes

L

IE TCP/IP NetBIOS Helper
I Telephony

it Thread Ordering Server
EUPRP Device Host

Wired AutoConfig Properties

Security Policy Setting |

Wired AutoCaonfig

| Define this policy setting

{*" Ay tomatic
" Manual
" Disabled

Edit Security...

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Select service startup mode:

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

OK

Cancel

WINS

X e T e T e T e A e T e T T e T e A e T e T e A e A e T e T e T e T e A e T e T e 0 e T e T e A e T e Y T e T e T e A e T e T

EWindows Remote Managem...
EWindows Time

EWindows Update

EWInHTTP Web Proxy Auto-...

ﬁi FWired AutoConfig

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Automatic

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined




EPOL 802, 1x Auth [QC-VDCO1.QUEENS. OX, AC.UK] Pc | Mame | Description
=] A Computer Configuration __';-'iQueens Domain Joine... Queens Domain Joined PCs
= Policies
Software Settings
Windows Settings
Mame Resolution Palicy
scripts (Startup/Shutdown)

Security Settings ) o i . ) .
== account Policies Settings defined in this policy will apply to all LAM interfaces of dient

£ B machines
Local Polices

Event Log Paolicy Mame:
Restricted Groups
System Services
Reqgistry Description:
File System

__] Wired Metwark (IEEE 802. 3) Policie
Windows Firewall with Advanced 5

:l Metwork List Manager Polides
¢ Wireless Network (IEEE 802. 11) Pe [+ Use Windows Wired Auto Config service for dients

General l Security ]

a)

el

Dueens Domain Joined PC

Queens Domain Joined PCs

Public Key Polides Windows 7 policy settings
Software Restriction Polices
Metwork Access Protection [ Don't allow shared user credentials for network authentication

Application Control Policies | Enable block period (minutes): | 3
E, IP Security Policies an Active Direc

Advanced Audit Policy Configuratic
+ ylli Policy-based QoS
Administrative Templates: Policy definition:
¥ Preferences
= 4%, User Configuration
+ Policies
¥ Preferences

Cancel




= Queens Domain Joine... Queens Domain o)

2=

Protected EAP Properties

; When connecting:
General Security

v validate server certificate

Iv Enable use of IEEE 802, 1¥ authentication for network access |  Connect to these servers:

Select a network authentication method: |

Microsoft: Protected EAP (FEAF) ﬂ Properties... Trusted Root Certification Authorities:
Authentication Mode:

[ affirmTrust Commerdial
|C-:|m|:|uter anly ﬂ [ ealtimore CyberTrust Root
[ class 3 Public Primary Certification Authority
[ pigicert Assured ID Root CA
_ _ _ [ oigicert Global Root CA
Cachle user infarmation for subsequent connections []DigiCert High Assurance EV Root CA
to this netwark
[ Globalsign Root CA

Max Authentication Failures:

Advanced... 1 | |

I+ Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

|Smart Card or other certificate ﬂ Configure... |

l¥ Enable Fast Reconnect
| Enforce Network Access Protection

| Disconnect if server does not present cryptobinding TLV
| Enable Identity Privacy

Cancel

Cancel




Correct as of 24/07/2017
VLAN

Public Range

Wired Infrastructure

ID Address Range
1 129.67.180.0/22

Default Gateway
129.67.180.6 (Core)

10.128.0.0/21

10.128.0.1 (Core)

Network Zone

External - Untrusted (for Layer 3)

Internal - Trusted

Authentication Method
802 1x Certificate or MAC

None

Servers

10.128.8.0/21

10.128.8.1 (Core)

Internal - Trusted

None

Wired Clients

10.128.16.0/21

10.128.16.1 (Core)

Internal - Trusted

802 _1x Certificate or MAC

Wireless Clients

Printers

10.128.24 .0/21

10.128.24 1 (Core)

10.128.32.0/21

10.128.32.1 (Core)

Internal - Trusted

Internal - Trusted

802 1x Certificate

802.1x MAC

Security

10.128.40.0/21

10.128.40.1 (Core)

Internal - Trusted

802.1x MAC

Fellows and Staff

10.128.48.0/21

10.128.48.1 (PaloAlto)

Internal - Untrusted

802 1x AD Creds or MAC

Wireless Infrastructure

on e B I T B B

10.128.56.0/21

10.128.56.1 (Core)

Internal - Trusted

802.1x MAC

Eduroam (ox.ac.uk)

—
=

10.128.64.0/21

10.128.64.1 (PaloAlto)

Internal - Untrusted

802 1x Remote Access Creds

loT

—

10.128.72.0/21

10.128.72.1 (PaloAlto)

Internal - Untrusted

802 1x MAC

Building Management System

Qut of Band

—
[

10.128.80.0/21

10.128.80.1 (Core)

—
(%]

10.128.88.0/21

10.128.88.1 (Core)

Internal - Trusted

Internal - Trusted

802.1x MAC

None

IT Office

—
.

10.128.96.0/21

10.128.96.1 (Core)

Internal - Trusted

802 1x Certificate

SOUP
OWL

—
o

10.128.104.0/21

10.128.104.1 (PaloAlto)

w
=]

N/A

N/A

Internal - Untrusted

External - IT Services

Mone — Single port in IT Office

Captive Web Portal (ITS Hosted)

Edurocam

w
oo

N/A

N/A

External - IT Services

802.1x Remote Access Creds

VolP

w
w

N/A

N/A

External - IT Services

802 1x MAC

Security (legacy)
Wireless (legacy)

10.0.1.0/16

N/A

10.0.0.0/22

10.0.0.1 (Core)

Internal - Trusted

Internal - Trusted

802.1x MAC

802 1x MAC




@ I quccens.ox.acuk - PuTTY

SW-ITOFFICEOl# show port-access clients

-

Port Access Client Status

Port Client Name MAC Address

Ll

IP Address

n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/a

Ha o LD
L

LEY
L



ACLS Slide



Further Reading

e Lynda.com https://www.lynda.com/Windows-Server-
tutorials/Overview-Network-Policy-Server-NPS/459490/505660-
4.html



https://www.lynda.com/Windows-Server-tutorials/Overview-Network-Policy-Server-NPS/459490/505660-4.html

