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What does it do?

APenetration Testing/Vulnerability Scanning

ABoth authenticated and unauthenticated scans

ADetects out of date software

ACStfa &2dz o2dzi a2Fié6l NB & 2dz LINJ
AHighlights known bad configurations
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ANessus
AHosted internally
Aor via IT Services

ANmap
AKali Linux (a full suite of tools including OpenVAS)
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http://myworldofit.net/?series=a-windows-sysadmin-installs-and-uses-openvas

Windows SysAdmin installs and uses OpenVAS — End to end guide —
Installation

Published 25 July, 2017 | By James Preston

his entry is part 1 of 4 in the series A Windows S
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his guide covers one (of I'm sure a 1,000) ways to deploy and use 9 in your environment
on Ubuntu Server 16.04 for the purpose of , more so it's also written
rom the viewpoint of a SysAdmin who mainly works with Windows Systems (Windows
Server/Hyper-V/PowerShell/suchlike) and so takes a very simplistic approach to the setup.

he goals of this project are to

Install Ubuntu Server 16.04 LTS on Hyper-\/

Deploy OpenVAS to that server

Execute scripted commands against OpenVAS from a remote system

Light up with a big warning sign all of the unknown issues within a network

ets get started!

o start out you will nesd

A Hyper-V host (although no reason not to run it on VMWare/whatnot)
The latest ISO for Ubuntu Server 16.04 LTS saved somewhere your Hyper-V server can get to
Download from -

Worth noting that only the 16.04 LTS release is going to work with this guide, when I first
tried getting OpenVAS to work with 17.04 (a newer release) there were various blocking
issues that I could not overcome. In short — use 16.04!!!

Step 0 — Get DNS in the right place

Configuring DNS correctly in particular with relation to Reverse Lookup will help your OpenVAS
deployment loads, for a good guide on how to setup Reverse Lookup take a look at this link

(don't worry about the de. its in English!).

Step 1— Configure a Hyper-V VM for OpenVAS

In this next step we configure a Hyper-V VM running on {which is free
by the way!).

Step 2 — Install Ubuntu Server

MNext up the install of Ubuntu Linux, as I understand OpenVAS can be installed on all kinds of flavours
of Linux however the support I've seen in the past around Ubuntu seems much better than other
options. This portion of the guide assumes you are not running your OpenVAS server on a network
that's got DHCP enabled (in this example it's on our Servers VLAN).
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' Group Policy Management Editor - [ X
File Action View Help
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| OpenVAS [KC-DCO1.KINGS.OX.AC.UK] Policy Serifeiblane Startup Diyrission A

v & Computer Configuration ‘{'fj Radio Management Service Not Defined Not Defined

{(} Remote Access Auto Con... Not Defined Not Defined
h:} Remote Access Connecti... Not Defined Not Defined
I£} Remote Desktop Configur... Not Defined Not Defined
|£3 Remote Desktop Services  Not Defined  Not Defined
{£} Remote Desktop Services... Not Defined Not Defined
{£} Remote Procedure Call (R... Not Defined Not Defined

v | Policies
| Software Settings
v Windows Settings
| Name Resolution Policy
=] Scripts (Startup/Shutdown)
s Deployed Printers
~ :::_;5 Security Settings

i Account Policies {t} Remote Procedure Call (R... Not Defined Not Defined
J Local Policies Remaote Registry Automatic  Not Defined
:-_1 Event Log 162 Resultant Set of Policy Pr... Not Defined Not Defined
g Restricted Groups {f.2 Routing and Remote Acc... Not Defined Not Defined
5, System Services {£} RPC Endpoint Mapper Not Defined Not Defined
a Registry {3k Secondary Logon Not Defined  Not Defined
g File System [} Secure Socket Tunneling ... Not Defined Not Defined
24/ Wired Network (IEEE 802.3) Polici {J Security Accounts Manager Not Defined Not Defined
Windows Firewall with Advanced|| ¥ Sencor Data Service Not Defined  Not Defined

| Network List Manager Policies || ¢ cencor Monitoring Service  Not Defined  Not Defined
aff Wireless Network (IEEE 802.11) Pc

'r;‘j Sensor Service Not Defined  Not Defined
P {62 Server Not Defined  Not Defined
i;:::;;jfé!il? ::Z:;:;: L{) Shell Hardware Detection  Not Defined Not Defined
8.8 Smart Card Not Defined Not Defined

! IP Security Policies on Active Dire
Advanced Audit Policy Configurz
alli Policy-based QoS

{3 Smart Card Device Enume... Not Defined Not Defined
{3 Smart Card Removal Policy Not Defined Not Defined

Administrative Templates: Policy definiti L’-‘} SNMP Trap Not Defined  Not Defined
Pt cnioes 1.4 Software Protection Not Defined Not Defined
v & User Configuration Lf) Special Administration Co... Not Defined Not Defined
Policies |3 Spot Verifier Not Defined Not Defined
Preferences {3 SSDP Discovery Not Defined  Not Defined
t?;} State Repository Service Not Defined Not Defined
ﬁ') Still Image Acquisition Ev... Not Defined Not Defined
{,’_j Storage Service Not Defined Not Defined
v

7‘0;" kStarans Tiere Manaaement Nt Definad  Not Defined
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Scnpts (Startup/Shutdown)
™ Deployed Printers
w __3 Security Settings
H Account Policies
3 Local Policies
3| Eventlog
a Restricted Groups
g System Services
g Registry
a File System
;l Wired Metwork (IEEE 802.3) Policies
o Windows Firewall with Advanced Security
w E Windows Firewall with Advanced Security -
&3 Inbound Rules
EY Outbound Rules
%% Connection Security Rules
Metwork List Manager Policies
..1l‘ Wireless Metwork (IEEE 802.11) Policies
Public Key Palicies
| Software Restriction Palicies
Application Control Policies
_!, IP Security Policies on Active Directory (KIMGS.
Advanced Audit Policy Configuration
sl Policy-based o5
Administrative Templates: Policy definitions (ADMX fil
Preferences
v 4, User Configuration
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& File and Printer Sharing (SMEB-In)

Group
File and Printer Sharing

Profile
All

Enabled

Yes

Action

Allow

Override
Mo

Program

System

Local Address
Any

Rermote Address
172.16.0.107
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Y Greenbone
Security Assistant

Configuration Administration

e

L‘ Dashboard

v Tasks by Severity Class (Total: 0) v Tasks by status (Total: 0)

- CVEs by creation time (Total: 98039) - Hosts topology - NVTs by Severity Class (Total: 56798)
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