The Queen’s College
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PowerShell




What does it do?

* Pretty much anything that has an API it can talk to

e So pretty much anything
* Sending emails
* Talking direct T-SQL
* Modifying files
* Installing roles and features
* Qutputting data as CSV/HTML
* Managing SYMPA mailing lists
e Configuring network switches

* Interactive scripts and non interactive



Alternatives...

* Python

* JavaScript
* VBScript
* Sooo many others...
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Get the latest version! (if not on Windows 10

PowerShell Documentation

o ——
Features

Community
Get started with Windows PowerShell Setup and installation Tutorials

Learn how to use PowerShell Get PowerShell installed in your environment. A cookbook of common scripting tasks.

—
D_ | —
PowerShell on GitHub Download WMF PowerShell Module Browser

rShell is an open-source project and available for Aanagement Framev contains the lates Search for PowerShell modules and cmdlets

ws, Linux and macOS

\

PowerShell in Azure Cloud Shell
rShell in Azure Cloud Shell is now availlable in public
Learn more!



https://docs.microsoft.com/en-us/powershell/

Windows Management Framework 5.1

Windows Management Framework 5.1 includes updates to Windows PowerShell,
Windows PowerShell Desired State Configuration (DSC), Windows Remote

Management (WinRM), Windows Management Instrumentation (WMI). Release notes:
https://go.microsoft.com/fwlink/?linkid=839460

@ Details

@ System Requirements

@ Install Instructions
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Remoting

* PowerShell Remoting is enabled by default on Server 2012 onwards
for

* Domain/Private Networks — any client
* Public Networks — local subnet only

* By default only members of the Administrators group can use
Remoting

* On older clients use Enable-PSRemoting -Force to enable remote
management (or configure through Group Policy)

e Test connections with Test-WsMan <clienthostname>



Get Remote Server
Administration Tools


https://support.microsoft.com/en-gb/help/2693643/remote-server-administration-tools-rsat-for-windows-operating-systems

B & 3% Remote Server Adminis X | 4 W - B8 X

& O B 8 15/ /support.microsoft.com/en - te-servet | - w “Y 7 &

=- Microsoft Office Windows Surface Xbox Deals Support More C ¥ Signin

Windows SUppOrt Downloads Community

Remote Server Administration Tools =«
(RSAT) for Windows operating o
systems

Applies to multiple products

Site feedback

Introduction

Remote Server Administration Tools (RSAT) enables IT administrators to remotely manage roles and features
in Windows Server 2012 R2, Windows Server 2012, Windows Server 2008, and Windows Server 2008 R2 from
a computer that is running Windows 10, Windows 8.1, Windows 8, Windows 7, or Windows Vista.

You cannot install RSAT on computers that are running Home or Standard editions of Windows. You can
install RSAT only on Professional or Enterprise editions of the Windows client operating system. Unless the
download page specifically states that RSAT applies to a beta, preview, or other prerelease version of

Windm

H O Type here to search a
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E¥ Windows PowerShell ISE = o X
File Edit View Tools Debug Add-ons Help

S = R g » B = &5 = & [l

Untitled1.ps1 X > Commands X X
N Modules: A v | |Refresh
Name:
Al

3inControllerPasswordReplicationPolicy
Add-ADFineGrainedPasswordPolicySubject

Add-ADGroupMember

Add-ADResourcePropertylistMember

Ada-AppvClientConnectionGroup
Add-AppvClientPackage
Add

C
ppvPublishingServer
P

Add-BgpRouteAggregat
PS C:\Users\administrator.KINGS> Add-BgpRouteAggregate

Ada-CertificateEnrolimentPolicyServer

Add-ClusterChecknaint

wroup Policy Mar t In1 Col 1 100%

02:07
H O Type here to search £ A Llde 12/12/2017 ~




E¥ Windows PowerShell ISE = o X
File Edit View Tools Debug Add-ons Help

& o 0 » i B = 8 = o 3

Untitled1.ps1* X | Untitled2.ps1* ~ Commands X X

Read-Host -Prompt “"What 1s the
e

L
Read-Host -Prompt “"What 1s the users Surname” Modules: | A v | |Refresh
Read-Host -Prompt "Password please” -AsSecureString
Name:
New-ADUser -AccountPassword -DisplayName "¢ S " ~Name "§ 5 " ~GivenName -Surname
Al

3inControllerPasswordReplicationPolicy

Add-ADFineGrainedPasswordPolicySubject

b
o
o
s
O
O
S

cipalGroupMembership

PS C:\Users\administrator.KINGS> | Ad

Ada-CertificateEnrolmentPolicyServer

Add-ClusterChecknoint

Completed In1 Col 34 100%

02:21
H O Type here to search 2 £ AB% o M




E¥ Windows PowerShell ISE = o X
File Edit View Tools Debug Add-ons Help

BH & g » 9 lv » B = B [ & [

bl

Untitled1.ps1* X ~ Commands X X
- function KingsNew-AdAccount {
- param( Modules: | A v | |Refresh
(Mandatory e)
>tring Name:
(Mandatory=5§true)
String) $Surname]

Pa Read-Host -Prompt "Password please” -AsSecureString

' -Name " ena " -GivenName e -Surname

sw-ADUser - ( Password F - spl / m - " -
:\-C/ ADUser -AccountPassword § DisplayName ainControllerPasswordRepiicationPolicy
4

Add-ADFineGrainedPasswordPolicySubject

b
o
o
s
O
O
=

cipalGroupMembership

PS C:\Users\administrator.KINGS> KingsNew-AdAccount Add-AppxPackage

PS C:\Users\administrator.KINGS>

Ada-CertificateEnrolimentPolicyServer

Add-ClusterChecknoint

Stopped Ln6 Col 21 100%

: 02:29
H O Type here to search 2 12/12/2017 ~




WindowsPowerShell

Mame N Date modified

Modules

Scripts
Snippets

& profile.psi

o WARNING! Read Me.txt




WindowsPowerShell » Modules

Mame Date modified Type Size Mame Date modified T:'r:E

P50penVAS 15/08/201713:03 File folder & Add-SympaMailingListMember.ps1 13/06/2017 11:42 Nindows Powerb...
P5Sympa 13/06/2017 14:10 File folder

e -\:nl—_nn - =

| Get-Sympalogin.ps] 27/06/2017 0933 Nindows Powers...

QecDelete-TestVm 05/05 File folder

CicGet-Clients 05/05/2017 09:23 File folder | Get-SympaMailingListMember.ps1 3/06/2017 1117 Nindows Powers...
CicGet-ComputerManager 27/06/2017 11:00 File folder PSS}"FHFJEFJE-Ij1 27062017 09:25 Nindows Powers...
CicGet-Cud 06,2017 File folder I . N
QcGet-DeployedToners 13/04/201712:41  File folder PS5ympa.psmi 26/05/2017 09:28 Nindows Powers..
QcGet-FreshdeskTicketslt /2017 10:11 File folder & Remove-SympaMailinglistMember.ps1 3/08/2017 11:46 Nindows Power5...
QcGet-FreshDesklsers Flerelder f-| samplecredsfile.csv 3/06/2017 10:03 Microsoft Excel C...
CicGet-Globalleg File folder

OcGet-HostnamePort File folder B samplememberslist.cov 3,/06/2017 11:43 Microsoft Excel C...
QcGet-IPMAC File folder -] samplesynclist.csv 3,/06/2017 12:52 Microsoft Excel C...
gigzﬂfp?;zj;i 28/08/2017 11:18 :::::: & Sync-SympaMailingList.ps1 3/06/2017 13 Nindows Powers...
QcGet-Net2UsersAtAccessLevel 30/08/2017 10:32 File folder | &y Test-SympaMailingListMember.ps1 19/05/2017 12:36 Nindows PowerS...
QcGet-Met2UsersAthccessLevelReport 30/08/2017 11:44 File folder

CcGet-Met2UserswithlndividualPermissio... File folder

CcGet-PrintEvents File folder

QcGet-RemoteAssistance File folder WindowsPowerShell » Modules » QcGet-Servers

CicGet-RemoteloggedinUsers File folder ~

QcGet-Servers File folder MName Date modified Type
CicGet-UsernamePort File folder _ o )
OcGet-WuRebootStatus Eile folder CeGet-Servers.psm 02/05/2017 16:48 Nindows PowerS...
QecMew-ContractorMac File folder

CcMew-Contractorlser File folder

CicMew-Fellowstaffiac File folder

QcMew-FellowStaffUser File folder

CcMew-FreshDeskTicketlt File folder

CicMew-FreshdeskTicketWorks File folder

CicMew-GloballogEntry File folder

CcMew-lmageFdTicket File folder

CcMew-lmageiac File folder

QeMew-loTMac File folder

CcMew-OpenVASTarget File folder

Mimblmass MCC Al il m A Tarls Cilm Fmldme



] ; S hat cannot connect
{ ct-Item -Path gueens ic. Uk softwaredep WWEr S For-AdminP( 5 r { )

£#Tell the us 1 i

Write-Host P 5 h ztore to the local store
not disp
werShel 1,

#Report all done
Write-Host "I new fi1les were




function QcMew-ContractorMac

2 =4

4 . Synopsis

5 This script can be used to grant MAC authenticated 802.1x access to the network for contractors devicesz (e.g. a laptop) on a daily basis.
6 .DESCRIPTION

7 In a world where contractors come and go this script ensures that they only have access to the network for the time that they are on site.
8 . EXAMPLE

9 This example will create an account for the MAC address aabbccddeehh for James Preston which 1s walid for 7 days. The account will be placed into VLAN4,
10
11 QcNew-ContractorMac -MACAddress aabbccddeehh -Forename James -Surname Preston -Company "The Queens College’ -DeviceDescription Laptop -Email james.preston@gueens.ox.ac.uk -ValidDays
12 #x
13 [Hparam(
14 {(Mandatory=>%true)
15 string] tMACAddress
16 {(Mandatory=>%true)
17 String] tForename
18 (Mandatory=%true)
19 String] $Surname
20 {(Mandatory=>%true)
21 String] fCompany
22 {Mandatory=%true,HelpMessage="e.g. Laptop™)
23 String] $DeviceDescription
24 {Mandatory=5%true)
25 String] $Email
26 (Mandatory=3%trus)
27 Int]5ValidDays
28 (Mandatory=3%true,HelpMessage="5et the network that the Mac address will belong to™)
29 ("Internet Access (VLAN11)", "Internal MNetwork (VLAN4)", "BMS Metwork (VLAN12)")

30 5tring] $NetworkAccess

32 J

33

34 Import-Module ActiveDirectory

35

36 switch ($MetworkAccess

37 E {

3 "Internet Access (VLAM11)" fSMetworkId "14612"7}

"Internal Network (VLAN4)" {SMetwo d 515"}

40 "BMS Network (VLAN12)" {3MetworkId "14719"}
41 i
;E switch (ENetworkAccess)
44 [ I
45 "Internet Access (VLAN11)" {SMetworkGrou "MAC Authenticated IoT"}

& "Internal Network (VLAN4)}" {SMetworkGroup "Domain Computers™}
47 "BMS Network (VLAN12)}" {3MNetworkGroup "MAC Authenticated Building Management System WLAN12"}
48 1
55 #Checlk the MAC Address 1s 12 letters long, 1T not guit the script
51 = 1F{IMACAddres= . Length 1234
52 Write-Host "MAC Address length must be precisely 12 letters Tong (no delimiters), double check the addressz and try again" -ForegroundColor Red
53 exit
54 i
55
55 #Build the accounts properties



[#a] I T Wi 4 ad Pd = 3 L

J LLJ

[y L e b Pd = C

Write-Host "Sleeping
Start-5leep -Seconds

#add the user to the
Add-ADGroupMember -I

Write-Host "Sleeping
Start-5leep -Seconds

#5%et the users prima

Get-ADUser S$sAMAccounth

Write-Host "Sleeping
Start-5leep -5econds

for 10 seconds to allow AD replication to
10

right security group for network access
dentity INetworkGroup -Members IsAMAccountMame

for 10 seconds to allow AD replication to
10

ry group to the network access group

for 10 seconds to allow AD replication to catch
10

#Remove the user from the Domain Users security group

Remove-ADGroupMember

-Identity "Domain Users" -Members fsAM

me Set-ADDbject -Replace @{primaryvGroupID=1itet

up”

rkId} —Confirm:%

a

-




function QcGet-MacAddressPort

{(Mandatory rue,HelpMessage="Enter the MAC Address that wou would 1ike to Tookup in the format aabbccddeeff™)

~ T =5~

i 4 o

[= QLT I R WA iy

{(Mandatory=%true,HelpMesszage="Enter the number of results to return")

_—
e TAOa S
Bl

fResultsToReturn [timestamp]
. [NAS_Identifier]

, [NAS_Port]
, [MP_Pol1cy_Name)]
, [Proxy_Policy_MName]
FROM [NPSODBC]. [dbo]. [accounting_data]
where [User_Name] = "$(SMacAdd:
order by [timestamp] DESC
e
Write-Host "Query execution time 1s typically 15 seconds" -ForegroundColor Yellow
Invoke-5qlcmd -ServerInstance QC-vSQLO0Z -Database "WNPS0ODBC" -Query SGetData -OutputAs DataRow

H




nt logs we want to get
"Microsoft-Windows-PrintService,/0Operational”

-ComputerName QC-vPRINTO1L -LogName 3Log




name Test-IVvmMame on QC-HYPERVO1l with 4GB RAM, 4 wCPUs, 127GE HDD connected to ?

eate the
1 -ScriptBlock £

4GE -Generation 2 -SwitchMName "QC Network e Me = —Me ) h i /irtual Hard Dis

-Access -VlanId 4
} -ArgumentList fvm




Untitled1.ps1* X A Commands

Ada-

Ado-
Adg-
Adgd-
Add-
Add-
Ada-Appv
Ada-A

Adg-

Adg-

Copied Skipped Mismatch FAILED Extras
: 124 0 124 0 0 1
Files : 172 0 172 0 0 0
Bytes : 206.9 k 0 206.9 k 0 0 0
Times : 0:00:14 0:00:00 0:00:00 0:00:14
Ended : 12 December 2017 02:39:05 Add-BitLoc
£ . i - Ada-Bit
PS C:\Users\quee3211> Add-Ca
Adc
Add-ClusterC
Add-
Adc
Add-




function
L7
i

— parami

that

verl, dns ' gle-public-dns

-Value D -PassThru




L3

Automated backup for your network switches with WinSCP and PowerShell
Published rember, 2015 | By Ja

Although it may not be the most glamorous side of IT -
iate the value of a rock o LI N R R I R
often though th ARAARE ARAAASR " AAAARE ARAARS
wn to the ‘embedded’ FYFYFY FYFPYT | FYFFTY FEFPPF

rstems like network switches and firewalls.

owever with a little (and its fantastic .NET
:sembly automation package) and Pow ell

ProCurve 8200 series, which were running the most
nt firmware) although |t 5 2 e mattr,-r of changmg the relevant paths to make it
¢ with other manufacturers ki

First up grab the source files from the link below and
extract the contents to etwork Switch Ba

u can use any other path but will just need
update the paths inside the PowerShell) you should
then have a folder which contains a .cmd file,
a .psl, a sample .csv and a sub folder called
Backups.

=i (1.7 KiB, 1,304 hits)

Getting your Switch ready and
fiIIing out the CSV

Each switch u~.|II now need ip ssh and ip ssh
et a manager p
.|II need 'rn find the Server ho:

ay of doing this.

sshhostfing
ord ssh-rsa 2048



http://myworldofit.net/?p=9127

#reated bv: James Preston of The Queen's College, Oxford
#ersion: 1.0 on 02,/11,/2015 17:05
#Webzite: myworldofit. net

#lLoad the .MET assembly for Win5CP
Add-Type -Path "C:“Program Files {(x86)"\Win5CP Automation‘WinSCPnet.d11”

[y TR0 I S WE L B ]

#Import the C5V containing switch details and store it in a wvariable
fzwitches Import-Csv -Path "C:'MWetwork Switch Backup‘switches.csv"

#Get the current system date in the format year/month/date which will be used to name the backup files
bdate Get-Date -Format ywyyy-M-a

#l oop over the Tines in the C5V
Foreach (5Tine in Sswitches) {

#Define the folder to store the output in and create it if it does not exist (if the folder exists already this will gener
foutputtolder "C:WNetwork Switch BackupBackupsh" £11ne. hostname "
Mew-Item Soutputfolder -ItemType Directory

#Define the path to store the result of the download

soutputpath SoutputTolde sdat

#5tore the session details

1onOptions Mew-0Object WinSCP.5essionOptions
1onOdptions. Protocol WinSCP. Protocol sftp
onOptions. HostName 311ne. hostname

] T LN P L [
[F ]

LA

I
onOptions. UserName 31ine. username
1on0ptions. Password £1ine. password
onCptions. SshHostKeyFingerprint £1ine. sshhostfingerprint
New-0bject WinsCP.Session

oo

[F4]

L]

[F4]
L P T . B B Pt I P I ) I P |
] 5y

L= = = = = = B
LA LA
mmmimimMmimim

# onnect to the host
fzeszion.Open(Ssess1ondp

A B bl P

#Define the transzfer options
1sfFerOption Mew-0bject WinSCP. TransterOptions
1 rOptions. TransfTerMode WinSCP. TransterMode Binary

rQ

ftranste
ftranste

i ca

L=

#Download the startup-config (the result of the last "write memory’

from the switches CLI) and save it to the outputpath
ttransferResult :z10on. GetFiles (" /cfg/startup-config”. foutputpath False, StransferOptions)

= =
I

#M sconnect from the server
fzes=ion. Disposel)

H

b |
A B bl P




Mame
(] Asset Upload

(% Automation - AD Account Creation

-_E--Autl:umaticun - Backup Reports

(5 Automation - Export Student Special Diets

(% Automation - Freshdesk [T Daily Tasks

(& Automation - Freshdesk OLDS Daily Tasks

(5 Automation - Get Privileged Groups Changes

(% Automation - [T Office Daily Report

(5 Automation - RSS Reader

(5 Automation - Update Computer Description in AD
% Automation - Write Netwerk Switch Changes to GlobalLog
(% Backup Alacer

(% Backup MNetwork Switches

(% Backup Uniflow

(5 Get Windows Update Reboot Status

(5 Run Windows Update
(5 Shutdown
(% Sophos Cloud Scheduled Scan

(% Optimize Start Menu Cache Files-5-1-5-21-1343024091-78...

Status

Ready
Ready

Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Disabled
Ready
Ready
Ready

Triggers

Multiple triggers defined

At 07:00 every day
At 07:00 every day
At 07:30 every day
At 07:30 every day
At 08:00 every day

At 00:00 every day - After triggered, repeat every 1 hour for a duration of 1 day.

At 07:30 every day

At 08:00 every day - After triggered, repeat every 1 hour for a duration of 02:00:00.

At 07:30 every day
At 17:00 every day
At 00:30 every day
At 16:00 every day
At 23:30 every day

When computer is idle

At 09:06 on 22/06/2017
At 00:00 every Saturday of every week, starting 09/12/2017

Mext Run Time

1271272017 08:31:13
12/12/2017 07:00:00
1271272017 07:00:00
1271272007 O7:30:00
12/12/20017 07:30:00
12/12/2017 08:00:00
121272017 03:00:00
1271272017 07:30:00
1271272017 08:00:00
12/12/2017 07:30:00
1271272017 17:00:00
1371272017 00:30:00
12/12/2017 16:00:00
121272017 23:30:00

16/12/2017 00:00:00

Last Run Time

111272017 11:32:16
11/12/2017 07:00:00
111272017 07:00:00
111272007 07:30:01
111220017 07:30:17
111272017 08:00:00
121272017 02:00:00
111272017 07:30:01
11/12/2017 16:00:00
11/12/2017 07:30:01
111272017 17:00:00
121272017 00:30:00
11/12/2017 16:00:00
111272017 23:30:00
30/05/2017 12:30:40
04/11/2017 08:24:19
15/11/2017 13:06:38
22/06,/2017 09:06:00
09/12/2017 00:00:00



PowerShell Gallery

Register | Sign in

Home  ltems  Publish Statistics =~ Documentation Support Q

Welcome to the PowerShell Gallery

The PowerShell Gallery is the central repository for PowerShell content. You can find new PowerShell commands or Desired State Configuration (DSC) resources
in the Gallery.

Getting Started with the Gallery

Installing items from the Gallery requires the latest version of the PowerShellGet module.

Get Latest PowerShellGet @

For PowerShell 5.0 and up.
To see all options for installing PowerShellGet, see our documentation or the PowerShellGet Github repositorny.
With the latest PowerShellGet module, you cam:

= Search through items in the Gallery with Find-Module and Find-Script

= Save items to your system from the Gallery with Save-Module and Save-Script

= Install items from the Gallery with Install-Module and Install-Script

» Upload items to the Gallery with Publish-Module and Publish-Script

= Add your own custom repository with Register-PSRepository

Check out our documentation for more infoermation on how to use Power5hellGet commands with the Gallery. You can also run Update-Help -Module
PowerShellGet to install local help for these commands.

Unique ltems Total Item Downloads Total Items

2,595 68,824,817 14,001

Got a question? Have feedback?

More information about the PowerShell Gallery and PowerShellGet can be found in our documentation. Please provide feedback and report issues using
UserVoice.


https://www.powershellgallery.com/

Search for mysqgl returned 7 items

Displaying results 1 - 7. Sort E:j,,-'
E XMySq| ey: powersheliteam

Latest Veersion: 2.1.0.0
Module

Module for installing an instance of mySQL

colobo

Module

| VO |<E - i kiemonster

Lates




Search for vmware returned 44 items

Displaying results 1 - 20. Sort By v

VMware.VimAutomation.Core sy: vmware

Latest Version: 6.5.2.6234650
Module _ o . :
This Windows PowerShell module contains Windows PowerShell cmdlets for managing v5phere,
107,888 downloads Cmdlets Add-PassthroughDevice Add-VirtualSwitchPhysicalMetworkAdapter
Add-VMHost Add-VMHostMNipServer Connect-ViServer Copy-Datastoreltem Copy-HardDisk Copy-
VMGuestFile Disconnect-ViServer Dismount-Tools Export-VApp .. Functions
HookGetViewAutoCompleter

E VMware.VimAutomation.Common sy: viware
Latest Version: 6.5.4.69798617
This Windows PowerShell module contains functionality required by multiple PowerCLlI modules.

99,262 downloads

Module

VMware.VimAutomation.Sdk sy: vivware
Latest Version: 1.0.0.5334677
Module

This Windows PowerShell module contains PowerCLI Sdk.

99,208 downloads Functions Get-PSVersion Get-InstallPath

E VMware.VimAutomation.Cis.Core sy: vimware
Latest Version: 6.5.4.6983 166
Module

This Windows PowerShell module contains PowerCLI Cloud Infrastructure Suite cmdlets.

100,345 downloads Cmdlets Connect-CisServer Disconnect-CisServer Get-CisService




Further reading

* Lynda.com
* PowerShell Gallery
* myworldofit.net


https://www.lynda.com/search?q=powershell
https://www.powershellgallery.com/
http://myworldofit.net/?s=powershell

